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BUILDING COMPREHENSIVE DETERRENCE ON NATO’S EASTERN FLANK:
UKRAINIAN EXPERIENCE AND ALTERNATIVE RUSSIAN IDENTITY

Eastern flank and Russian threat

The Eastern Flank covers NATQ’s border region from the Baltic Sea and Estonia to the Black Sea in
Bulgaria. Finland and Norway, which also border the Russian Federation, are included in the Northern
Flank and constitute a separate area of operations. The borders of the Eastern Flank were established
in 2004, when the threat posed by the Russian Federation was not yet fully recognized. Today, the
region is an operational zone whose primary objective is to deter potential Russian aggression.

Following the Russian Federation’s invasion of Ukraine in 2014, NATO’s Eastern Flank became a
strategic priority. As Putin continued to weaponize anti-Western rhetoric, the threat to NATO became
increasingly tangible. In the aftermath of hybrid and cyberattacks against NATO member states,
strengthening the Eastern Flank became a matter of collective security. Following the 2016 Warsaw
Summit, an Enhanced Forward Presence (EFP) composed of multinational forces was established
to deter potential aggression by the Russian Federation. The presence of multinational brigades on
the Eastern Flank meant that, in order to advance, Russian forces would have to attack troops from
multiple NATO member states, thereby increasing the likelihood of the application of Article 5 of the
North Atlantic Treaty.

Originally, the EFP focused on ensuring the defense of the NATO member states bordering the Russian
Federation: Poland, Lithuania, Latvia, and Estonia. However, after 2022, when the Russian Federation
launched a full-scale invasion of Ukraine using an army of hundreds of thousands of troops, the EFP
was further expanded to include Slovakia, Hungary, Romania, and Bulgaria, thereby covering the
entire Eastern Flank.

However, the mere presence of EFP forces does not guarantee the Eastern Flank’s protection against
a potential Russian attack. The initial concept behind the deployment of the EFP was not that these
forces would be capable of independently repelling a large-scale attack, but rather that an attack on
EFP brigades would draw the majority of NATO member states into the war. The bulk of the forces
consists of infantry, which may not be sufficient to withstand the Russian Federation’s forces, given
Russia’s advantages over NATO in drone warfare, resulting from its combat experience, logistics, and
established production capacity. Another concern is logistical: the Suwatki Gap between Poland and
Lithuania could potentially be cut off by the Russian Federation, leaving parts of the Eastern Flank
vulnerable.

In 2024, Poland decided to construct the East Shield, a defensive line along its border with the
Russian Federation. The project reportedly draws on lessons learned from the Russian-Ukrainian
War. According to publicly available plans, the defensive system will extend several hundred meters
inland, with significant emphasis placed on the construction and maintenance of infrastructure near
the border.

To sum up, the initial reasoning behind the structural defense of the Eastern flank has become outdated.
It does not take into account the modern developments of warfare and geopolitical situation.
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Drone revolution

For now, The Russian Federation is constrained by the war in Ukraine. Any peace deal or truce with
Ukraine would free up significant forces, some of which would likely be stationed along Russia’s
western border.

The army stationed there would not resemble the Russian army of today. These would be experienced
units proficient in the use of FPV drones, including fiber-optic drones, as well as mid-range and deep
strikes. A defensive line consisting of positions less than one kilometer deep would not be sufficient
to withstand an assault. The right combination of drone types, together with the unavoidable
overstretching of anti-drone systems, could result in the elimination of front-line defensive positions
within minutes, provided there had been preliminary reconnaissance and prior weakening of logistics
through mid-range strikes.

Moreover, no defenses can hold without properly trained and equipped soldiers. EU countries
simply do not have the relevant type of military experience comparable to prolonged warfare in
Ukraine. Specialized anti-drone training for infantrymen and the creation of their own drone units
are absolutely necessary to make these defenses combat-ready, but current military doctrines do not
sufficiently address these needs. The existing means of countering drones are either too scarce and
costly for widespread deployment or become obsolete too rapidly to keep pace with advances in
drone technology.

Poland and the Baltic states should closely review Ukraine’s experience in drone warfare. Ukrainian
instructors have real battlefield experience that is incomparable to any theoretical preparation
NATO instructors may be able to provide. At the same time, Ukraine has established a so-called
kill zone along the front line, which has proved effective against more numerous and constantly
advancing Russian forces. This system consists of more than a single defensive line. The Kkill zone
includes multiple positions that may stretch dozens of kilometers deep and are properly disguised,
connected, and coordinated. Drone-enabled logistics sustains the front line, where personnel rotation
is complicated. The lessons of the war in Ukraine are not being used to build appropriate defenses for
East Shield, and this is a fatal flaw that may result in a successful Russian advance during the initial
phase of an invasion.

Sub-threshold warfare

At the same time, the Russian Federation continues to carry out subversive, subthreshold activities.
The use of proxy forces, intimidation (including diplomatic pressure), information operations,
sabotage, cyberattacks, lawfare, economic coercion, and political destabilization are among the
methods typically employed below the threshold of conventional warfare to achieve political goals.
The frequency of these subversive actions has risen dramatically across Europe since 2022 compared
with the period before the full-scale invasion. While defenses and resilience are being strengthened,
attributing subversive actions and providing a timely response remain highly challenging. The
statistics do not include aspects of cognitive warfare and political destabilization, which are even
more difficult to identify and counteract. We can, however, reliably determine that at least one-third
of all operations were dedicated to election and information campaigns.

As some studies note, the Russian Federation has been successful in at least some of its endeavors
when subversive actions, combined with other factors, have led to the desired behavioral changes in
Belgium and Poland. While the ultimate objectives of Russian hybrid influence remain unachieved,
the Russian Federation has managed to weaken support for Ukraine and sabotage infrastructure.
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Moreover, the success of these subversive actions has exposed decision-making delays, an inability to
produce a coordinated response, and polarization within the alliance.

Currently, Poland and the Baltic states have come to recognize the hybrid nature of the threats
posed by Russia. Nevertheless, cohesive operational frameworks for countering Russian subthreshold
warfare have not yet been established, although the threat is widely discussed and recognized on

paper.
Russian identity within the frameworks of strategic deterrence

Any concept of strategic deterrence and hybrid warfare inevitably includes cognitive and social
dimensions. Awareness of hybrid threats requires strengthening one’s own resilience while pursuing
the political, social, and cognitive destabilization of a rival. A defensive line cannot hold an enemy
for long if one’s own population advocates surrender and the rival’s system of governance remains
untouched. The decision to construct East Shield is an obligation related to deterrence in terms of
hard power. But what about soft power?

The Russian Federation should not only be deterred; it should also be studied critically and substantively.
Europe must increase its readiness not only in terms of hard power, but also in the field of cognitive
warfare. First, The Russian Federation must be recognized as a rival. The war against Ukraine has
shown that The Russian Federation has become a rogue state, and any normalization of relations after
a peace deal or truce would create more opportunities for Russian subthreshold warfare. Second, a
new effort must be made to strengthen alternative centers of power, knowledge, and science related
to Russia. The Russian regime should be delegitimized through a common international effort. At the
same time, the Russian armed opposition should be strengthened as the main alternative center of
resistance to Putin’s Russia.

The lack of pro-Ukrainian Russian-language media hinders the development of narratives that provide
an alternative to those promoted by the Russian government. Weakening the Russian regime requires
sustained efforts to delegitimize both its institutions and the narratives on which it relies.

Regime change in The Russian Federation is not possible without Russians. Poland, and especially
the Baltic states, still have large Russian-speaking minorities that remain vulnerable to Russian
propaganda. Support for an alternative Russian identity—peaceful, Ukraine-friendly, and pro-
European—would distance these communities from the institutions and narratives of the Russian
Federation and encourage their inclusion in a broader anti-Putin movement. The core of this resistance
consists of Russian volunteers who are defending Ukraine with weapons in hand.

Toward a New Comprehensive Deterrence Strategy

The drone revolution in the Russian-Ukrainian war and the hybrid nature of contemporary threats
have changed the rules of warfare, but these changes are being integrated into national defense
doctrines and military strategy only slowly. A new deterrence strategy for NATO’s eastern flank should
include more than the East Shield project. Any construction of defensive lines against a possible
Russian invasion should take into account the most recent developments in the Russian-Ukrainian
war. In other words, Ukraine’s real-time military experience is indispensable.

10
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Moreover, credible deterrence and the development of hard power should go hand in hand with
special measures in the field of soft power. These measures should include a specific focus on Russian
studies, a continued commitment to the impossibility of cooperation with the Russian Federation until
all consequences of Russia’s invasion of Ukraine are paid for, and the strengthening of alternative
poles of Russian identity in Europe, with a focus on the Russian armed opposition, which remains the
only legitimate Russian opposition recognized by Ukraine. Only by combining hard- and soft-power
measures suited to modern challenges can the European security architecture be normalized and
given the potential for improvement.

IVAN YUROYV,
director at Russian Identity & Governance Research Initiative

PETRO BAKUMOYV;
senior lecturer at Kyiv-Mohyla Academy
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SECTION 1. OVERVIEW OF THINK TANKS ANALYSES
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NATO AND THE NEW EUROPEAN
SECURITY ARCHITECTURE
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The potential US withdrawal from NATO under American law

Michat Doliniski, Polish Institute of International Affairs (PISM), Poland
10.07.2026

The author of the study analyzes how realistic a U.S. withdrawal from NATO would be from the
perspective of U.S. law. In general, a U.S. withdrawal from NATO is legally possible under Article 13
of the North Atlantic Treaty, but in practice, implementing it would be complicated. In the case of
the U.S., this immediately creates a procedural and constitutional paradox, since Washington is the
party that holds the original treaty and would, in effect, have to send a notice of withdrawal to itself.

The main problem is that the U.S. Constitution clearly defines the procedure for concluding treaties
but does not establish rules for their termination. That is why a unilateral withdrawal from NATO
by the president would trigger a dispute between the White House, Congress, and the courts. Of
particular importance is Section 1250A—a provision included in the U.S. defense budget for 2024. It
prohibits the president from unilaterally terminating the North Atlantic Treaty or withdrawing from
it without the consent of two-thirds of the Senate or a separate act of Congress.

These discussions were sparked by Donald Trump’s repeated statements questioning the value of U.S.
membership in NATO and his ideas for a sweeping reform of the Alliance.

However, overall, the short-term risk of a U.S. withdrawal from NATO remains low, though it cannot
be completely ruled out due to Donald Trump’s unpredictability. If the president attempts to act
unilaterally, Congress would likely take the matter to court. In such a case, the courts could apply
the approach articulated by the U.S. Supreme Court in the 1952 case Youngstown Sheet & Tube Co.
v. Sawyer. In that case, the court ruled that President Harry Truman’s decision to place steel mills
under federal control without clear authorization from Congress was unlawful. At that time, Justice
Robert Jackson proposed dividing presidential powers into three categories: the strongest—when the
president acts with the express authorization of Congress; the intermediate—when Congress has not
taken a clear position; and the weakest—when the president acts contrary to the expressly stated will
of Congress. In the case of a unilateral withdrawal from NATO, the situation would likely fall into
the third category, since the aforementioned Section 1250A prohibits the president from terminating
a treaty without the consent of two-thirds of the Senate or a separate act of Congress. Therefore, a
court could rule that such actions by the president are unlawful. Consequently, even a procedure that
is formally one year in duration could turn into a protracted constitutional crisis.

14
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NATO’s Eastern Flank Frontier

Center for the study of democracy, Bulgaria
30.06.2026

The study analyzes NATO’s eastern flank as an active arena of hybrid confrontation, where Russia
and a broader revisionist coalition—comprising China, Iran, and North Korea—constantly test the
resilience of the Euro-Atlantic order. The southern segment of the flank—the Black Sea region—also
remains vulnerable, where Bulgaria and Romania face risks of military escalation, energy coercion,
cyberattacks, disinformation, and sanctions evasion via Russia’s “shadow fleet.”

Defending the eastern flank cannot be reduced to a mere military presence. Romania is actively
strengthening its role as a NATO stronghold through base modernization, air defense acquisitions,
and participation in the European SAFE joint defense procurement funding instrument, while
Bulgaria is increasing its defense spending but is held back by political instability. The B9 format
and cooperation among Bulgaria, Romania, and Turkey should serve as the foundation for better
coordination in maritime security, energy resilience, and countering hybrid threats.

Special emphasis is placed on technological sovereignty. Europe is lagging behind in Al
semiconductors, and the full technology value chain, so it must combine the development of its own
technological base, adaptive regulation, and the expansion of its computing capabilities. At the same
time, attention is drawn to a new threat—LLM grooming—that is, the deliberate flooding of the open
internet with distorted or manipulative content that can subsequently influence the responses of
artificial intelligence systems. Overall, this reaffirms that Europe needs a comprehensive approach to
security that combines the development of the defense industry and technologies, the strengthening
of societal resilience, media literacy, and the application of Ukraine’s real combat experience.

16
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Legality and Reality: The Eastern Flank and the Ottawa
Convention

Théa Delval, Luca Rogers, International Centre for Defence and Security
(ICDS), Estonia
15.06.2026

The authors analyze how Russia’s war against Ukraine has reignited the debate in Europe over anti-
personnel mines as an instrument of deterrence and defense. However, there is a dilemma: mines
remain militarily effective, especially for the defending side, but their use poses serious humanitarian
risks and legal constraints for states bound by the Ottawa Convention.

The Russia-Ukraine war serves as the central case study. Russia, drawing on the Soviet operational
tradition, makes extensive use of minefields as part of a war of attrition. Ukraine has been forced to
adapt and also employ mines, albeit more selectively and on a smaller scale. This has placed Kyiv in
a complex legal situation: Ukraine remains a party to the Ottawa Convention, but due to the ongoing
armed conflict, it cannot formally withdraw from it. Its attempt to suspend the application of the
Convention on the grounds of a “fundamental change in circumstances” appears legally vulnerable.

It is precisely this Ukrainian precedent that explains the decision by the Baltic states, Finland, and
Poland to withdraw from the Convention before they themselves might find themselves at war with
Russia. For them, anti-personnel mines are viewed not as peacetime weapons, but as an element of
potential defense, particularly within the framework of the Baltic Defense Line, the Eastern Shield,
and the defense of the Suwatki Corridor. Mines can indeed strengthen deterrence and complicate
Russian planning, but even after withdrawing from the Convention, states remain obligated to comply
with international humanitarian law.

Status of States under the Convention on the Prohibition of Anti-Personnel Mines
Below: blue - signed and ratified; light blue — acceded; dark gray — withdrew from the Convention

17
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When Old Certainties No Longer Hold: Nordic-Baltic Foreign
Policy Adaptation

Kristi Raik, International Centre for Defence and Security (ICDS), Estonia
25.08.2026

The author analyzes the strategic dilemma facing the countries of Northern Europe and the Baltic
states amid the simultaneous weakening of two key pillars of their security: the transatlantic alliance
and the rules-based international order. Russia remains an existential threat to the region, while the
United States remains its strongest ally. At the same time, Donald Trump’s second administration
has called into question Washington’s traditional role as the guarantor of international law, allied
solidarity, and the stability of the postwar order. The author emphasizes that the issue at hand is not
about turning away from the U.S. or NATO, but rather about the need to adapt foreign policy to a
situation in which Washington remains the most important ally but can no longer be viewed as the
unconditional defender of international law and the postwar order.

Small states in the region are forced to balance security dependence with their own principles.
They seek to uphold international law but avoid direct confrontation with the United States when
American policy contradicts these norms. The examples of the Strait of Hormuz and Greenland are
telling precisely because, in both cases, Estonia publicly demonstrates its willingness to support its
ally but avoids directly assessing or criticizing U.S. actions. And this is precisely how the structural
dilemma of small states manifests itself: they can affirm general principles such as the security of sea
lanes, sovereignty, and the territorial integrity of Denmark, yet they lack sufficient political leeway to
openly question U.S. policy.

Russia’s war against Ukraine has shown that international law remains an essential foundation for
supporting Kyiv and putting pressure on Moscow, but it does not, in and of itself, protect against
aggression. Therefore, the North Baltic region must strengthen national, European, and regional
defense, reinforce NATO, deepen cooperation with the United Kingdom, Germany, and Poland, and
support Ukraine’s integration into Europe as part of its own strategy for survival alongside Russia.

18
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EUROPEAN DEFENSE AND STRATEGIC AUTONOMY
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Strategic autonomy and Europe’s new logic of intervention

Maria-Louise Clausen, Peter Albrecht, Danish Institute for international
studies (DIIS), Denmark
09.06.2026

Russia’s full-scale war against Ukraine has changed not only the scale but also the mechanisms of
European intervention. Previously, the EU acted primarily through civilian instruments: supporting
reforms, building state institutions, promoting the rule of law, and providing crisis management. Since
2022, these approaches have been supplemented by direct support for Ukraine’s military capabilities,
as the EU funds arms deliveries, training for Ukrainian military personnel, and joint procurement and
production of weapons.

The authors attribute this shift to two factors.
The first is the war itself, which forced European
states to respond to a large-scale interstate
conflict rather than a localized crisis. The
second is uncertainty regarding the future role
of the United States in European security. As a
result, the EU’s strategic autonomy is becoming
increasingly relevant, as it is no longer just
a matter of the ability to make decisions
independently, but of the capacity to produce,
procure, and supply weapons without critical
dependence on external partners.

Ukraine’s military experience is becoming a valuable resource for European defense policy. Ukrainian
manufacturers can adapt weapons more quickly to the needs of the front lines, and Ukrainian military
personnel possess practical knowledge of using drones, reconnaissance, electronic warfare systems,
and other technologies in real combat conditions. Therefore, cooperation with Ukraine also gives
the EU access to knowledge that cannot be obtained through ordinary peacetime procurement or
training.

A good example is the Danish model. Ukraine identifies the weapons that its own industry can
produce but cannot fully finance; Denmark and its partners channel external funds directly into
contracts with Ukrainian manufacturers. One of the first examples of such cooperation was the 18
“Bogdan” howitzers, ordered in July 2024 and delivered to the front lines just two months later. In
2025, this model generated approximately $1.8 billion for Ukrainian weapons production.

Thus, the European Union is becoming increasingly involved in the war economy and defense
planning, but it does not yet have a fully coordinated system for joint production, procurement, and
strategic decision-making. Ukraine has become a real-world test of European strategic autonomy. It
demonstrates that the EU is capable of quickly creating new formats of support, but at the same time
reveals its dependence on national governments, external funding, and U.S. security guarantees.

22
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Not just an addendum: Making resilience a key pillar of
Europe’s defence
Nad’a Kovallikovd, Giuseppe Spatafora, European Union Institute for

Security Studies (EUISS), EU-level think tank
06.07.2026

In this study, the authors analyze why civil preparedness and societal resilience should become a
full-fledged pillar of European defense. Modern threats are increasingly blurring the line between
the military and the civilian spheres. Sabotage, cyberattacks, information operations, economic
coercion, drone incidents, and attacks on critical infrastructure directly impact Europe’s ability to
deter adversaries and respond to crises.

The starting point for such discussions is Ukraine’s real-world experience, which has demonstrated
that prepared citizens, local authorities, businesses, digital services, energy resilience, and crisis
communication are not merely logistical elements but an integral part of defense capabilities. Europe
is already moving in this direction through the European Preparedness Union Strategy, civil protection
mechanisms, and cyber and infrastructure legislation, while NATO is increasingly viewing societal
resilience as a prerequisite for effective deterrence. It is believed that if a state can quickly restore
critical systems, support its population, counter disinformation, and continue to function during
attacks, it becomes more difficult for an adversary to paralyze it and achieve its objectives.

However, the current system remains fragmented. There is a lack of common planning standards,
clear criteria for measuring resilience, coordinated information sharing, and deeper civil-military
integration. The Swedish “total defense” model and the Finnish “comprehensive security” model
provide a framework, but cannot be mechanically applied to the entire EU.

The authors’ main recommendation is to create a European mechanism that will identify society’s

vital functions, assess threats, coordinate capability development, and engage member states, EU
institutions, local authorities, the private sector, and external partners, including Ukraine.

23
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The FCAS Collapse and Europe’s Enduring Coordination
Problem

Tevian Thomson, International Centre for Defence and Security (ICDS),
Estonia
22.06.2026

The author analyzes the failure of the Future Combat Air System program as a symptom of a deeper
problem in European defense: a lack not only of resources, but also of the ability to subordinate
national interests to a common strategic goal.

FCAS was intended to be the flagship of European defense integration—a joint project between
France, Germany, and Spain to develop a sixth-generation fighter jet, with the participation of
Dassault Aviation, Airbus, and Indra. Its significance lay not only in the aircraft itself but also in
demonstrating that Europe’s fragmented defense-industrial base is capable of jointly producing high-
tech systems for future warfare.

The specific failure of FCAS stemmed from the
partners’ inability to agree on the basic terms
for the division of responsibilities among the
companies. The most acute dispute arose between
France’s Dassault Aviation and the German division
of Airbus over the leading role in the fighter’s
development. Dassault insisted on the status of
prime contractor and sought to retain control
over key technologies, while Airbus demanded a
more equitable distribution of work and access to
intellectual property. As a result, the parties were
unable for a long time to agree on the project’s
working structure, the allocation of technological
areas, and decision-making rules.

Problems also arose regarding the distribution of industrial contracts among France, Germany, and
Spain. Each country sought to guarantee its companies a significant share of the work, even if this did
not always align with considerations of efficiency or expertise. As a result, the negotiations turned
into a battle over national industrial interests. Different requirements for the future system became
an additional source of tension: France focused more on strategic autonomy and the ability to use
force independently, while Germany placed greater emphasis on the NATO framework, common
standards, and political constraints.

For the countries on NATO’s eastern flank, this is important not because they expected to receive
such an aircraft, but because their security increasingly depends on Europe’s ability to organize
complex multinational defense projects. In conclusion, the author notes that FCAS does not prove
that European defense integration is doomed, but it does show that money alone does not create
military power. What is needed is trust, clear governance, political leadership, and a willingness to
overcome industrial nationalism.

24
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NATO’s digital arsenal: How Europe can avoid a new
dependence on America

Gustav Gressel, European Council on Foreign Relations (ECFR), EU-level
think tank
29.07.2026

Modern armies are increasingly dependent on digital command-and-control systems, some of
which have already been developed or are controlled by the United States. These systems help
quickly collect, process, and transmit information between military units. While this can make joint
operations among allies more effective, it also creates a new dependence on the United States for
Europe. Following the NATO summit in Ankara, the allies agreed to develop drones, joint military
information-sharing systems, artificial intelligence programs, and unified technical standards.
However, the author emphasizes that whoever creates and controls the foundation of these systems
effectively determines how armies will exchange data, update software, and use weapons.

Ukraine already has practical experience demonstrating how this can work. Its Delta system
integrates data from various sensors, units, and types of weaponry into a single digital environment.
Thanks to this, the military can more quickly coordinate artillery, drones, air defense, evacuations,
and other operations. At the same time, the armies of European countries still use many systems
that are incompatible with one another. Even the Link 16 standard, which is intended to facilitate
data exchange among allies, no longer fully meets modern needs: it primarily transmits processed
information about targets rather than raw data from sensors.

The U.S. Government Reference
Architecture for drones could pose
a separate problem. Although it is
positioned as open and capable of working
with various equipment, key decisions
regarding its updates, certification,
and portions of the source code remain
under the control of the U.S. Air Force.
Furthermore, U.S. ITAR regulations may
restrict the export and use of European
systems. A similar situation has already
arisen with the Storm Shadow/SCALP
missiles, when Ukraine’s use of them
depended on the political decisions of its
partners.

Therefore, in the author’s view, NATO needs not just a joint system, but a truly open digital architecture
with accessible code and independent international governance. If the U.S. does not agree to such
an approach, Europe—together with Canada, Norway, the United Kingdom, and Ukraine—will have
to develop its own system.
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EU Defence Series: Europe’s Tech Challenge

Pauline Le Grand, International Centre for Defence and Security (ICDS),
Estonia

30.07.2026

The author analyzes why it is difficult for Europe to rapidly develop its own defense technologies. The
wars in Ukraine and the Middle East have shown just how important drones, artificial intelligence
systems, and satellite technologies have become. At the same time, Europe is struggling to keep
up with these changes. The problem lies not only in a lack of funding. For many years, European
countries have underinvested in defense, reduced their stockpiles of weapons, acted in a fragmented
manner when making purchases, and failed to build sufficient production capacity to rapidly scale up
the production of necessary equipment.

Attention is also drawn to two key dependencies of Europe. The first concerns China, which controls
a significant portion of the market for critically important raw materials: it produces about 90%
of the world’s rare earth minerals and accounts for 98% of their imports into the EU. The second
dependency relates to the United States, on which Europe relies heavily in areas such as missile
defense, precision strikes, intelligence, and other advanced military technologies. This creates risks,
especially if U.S. political priorities shift or restrictions arise regarding the supply of systems, their
use, or access to software. The F-35 program is an example of such discussions.

The European Union is attempting to address these issues through a series of initiatives, including
the Strategic Compass, the White Paper for European Defense — Readiness 2030, the EDE EUDIS,
PESCO, and EDIP. Particular attention is being paid to dual-use technologies, which can be used in
both civilian and defense sectors. Among specific measures, the author mentions the JEWEL early
warning project, €325 million for European Defense Projects of Common Interest, and €260 million
for the Ukraine Support Instrument / BraveTechEU.

Therefore, Europe needs to act faster and invest more funds not only in the procurement of off-
the-shelf weapons. It must develop its own research, support startups, scale up production, launch
joint defense projects, and strengthen supply chains. Otherwise, Europe will continue to remain
dependent on the U.S. and China for critically important technologies and resources.
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Buzzkill: How to defend Europe against drones

Ulrike Franke, European Council on Foreign Relations (ECFR),
EU-level think tank
17.08.2026

The author describes two main drone threats to Europe. The first involves small drones that can be
used for surveillance or attacks on critical infrastructure—airports, LNG terminals, military bases,
nuclear power plants, and submarine bases. A telling example is the incident on August 5, 2026, at
Leipzig Airport, where a small drone carrying explosives was discovered.

The second threat is military in nature. It involves drones crossing the airspace of countries on the
eastern flank of the EU and NATO, particularly from Russia and Belarus. The most serious incident
occurred in September 2025, when about 20 Russian drones entered Polish airspace. In response,
NATO invoked Article 4 and launched Operation Eastern Sentry.

The current response system in Europe remains fragmented and excessively expensive. Drones can
cost around 10,000 euros, while fighter jets or missiles costing millions are often used to intercept
them. Therefore, Europe needs not just a single large-scale “drone wall,” but a multi-layered defense
system. It should combine radars, passive sensors, optical and acoustic systems, electronic warfare
capabilities, cyber-interception, kinetic countermeasures, and interceptor drones.

In addition, the author calls for the creation of a joint monitoring and response system along the
entire eastern flank. The EU should support initiatives by Poland and the Baltic states, assist countries
that do not yet have sufficient capabilities, and harmonize legal rules regarding the detection and
interception of drones. Ukraine, which has long been fending off massive attacks, actively employs
electronic warfare, and is constantly adapting its drone technologies, could serve as an important
source of practical experience for Europe.
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THE RUSSIAN-UKRAINIAN WAR
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The Trap Closes: How Russia Suppresses Resistance in Occupied
Ukraine and How We Can Still Help

Jade McGlynn, International Centre for Defence and Security (ICDS), Estonia
19.06.2026

The author analyzes how Russia maintains control over the occupied Ukrainian territories and
why Western support should focus not on public demonstrations, but on the safety of people, the
preservation of Ukrainian identity, and support for those living under occupation.

The Russian system combines repression,
surveillance, information control, and
Russification.  Pre-prepared lists of
activists, journalists, teachers, veterans,
and volunteers are used for searches,
abductions, and interrogations. More
than 100 sites of illegal detention of
civilians have been documented, and the
number of detainees may reach at least
15,250. Ninety-two percent of former
detainees surveyed reported torture or
ill-treatment.

Control extends to everyday life: phones are checked, internet activity is monitored, SIM cards are
linked to biometric data, and people are forced to obtain Russian passports. Without them, residents
may lose access to healthcare, education, benefits, employment, and property.

Children are a separate issue. Nearly 20,000 Ukrainian children have been forcibly displaced to Russia
or to territories under its control. They are being Russified, their contact with relatives is restricted,
and Russian history is being imposed on them. In the occupied territories, children are also being
drawn into militarized programs: for example, Voin trains teenagers in the use of weapons, tactics,
and drones. In Mariupol, according to the study’s estimates, approximately 63.8% of the education
budget is allocated to ideological activities.

Under conditions of total surveillance, mass protests and public displays of symbols can lead to
arrests, torture, and abductions. According to the author, more sustainable forms of resistance include
preserving language and culture, sharing information, helping others, documenting crimes, and
maintaining contact with Ukraine. Small, isolated groups, minimizing contact, and secure external
coordination are crucial.

Therefore, Western support must be practical: assistance to IDPs, digital security, secure
communications, support for independent lawyers, searching for the missing, humanitarian aid, and
the safe documentation of crimes. The most important thing is to help people survive, preserve their
Ukrainian identity, and continue their resistance without taking unnecessary risks.
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The Special Tribunal for Ukraine: Turning the Wheels of

International Justice

Théa Delval, International Centre for Defence and Security (ICDS), Estonia

18.06.2026

The establishment of a Special Tribunal on
the Crime of Aggression against Ukraine
is intended to close a gap in international
justice, as the International Criminal Court is
currently unable to hold the Russian leadership
accountable specifically for the aggression
against Ukraine.

On May 15, 2026, in Chisinau, 34 Council of
Europe member states, as well as Australia,
Costa Rica, and the European Union, adopted
a resolution establishing the Enlarged Partial
Agreement. This agreement is intended to
provide the administrative and financial
framework for the future tribunal’s operations.

The problem is that while Ukraine has
recognized the ICC’s jurisdiction over genocide,
crimes against humanity, and war crimes since
February 20, 2014, this does not extend to the
crime of aggression. For the ICC to hear such
cases, either the Kampala Amendment must
be ratified or the situation must be referred by
the UN Security Council. However, the second
option is effectively blocked by Russia’s veto
power.

32

Therefore, a separate tribunal should serve as a
special mechanism for prosecuting the highest
political and military leadership responsible for
initiating the aggression. Its work will be based
on Ukraine’s right to prosecute this crime, as
well as on the provisions of the Rome Statute,
UN General Assembly Resolution 3314, the
practices of the Nuremberg and Tokyo tribunals,
and the standards of the European Court of
Human Rights.

At the same time, the author draws attention
to important limitations. Trials in absentia
should be conducted only in compliance with
the defendant’s right to a retrial. Furthermore,
sitting heads of state and government, as well
as foreign ministers, enjoy personal immunity,
so it will be difficult to hold them accountable
while they remain in office.

Thus, the establishment of the tribunal is an
important step, but its success will depend on
more than just the fact of its creation. To become
a truly historic precedent, it must operate
professionally, impartially, and with respect for
the right to a fair trial.
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A Declining, but More Dangerous Power: Russia’s Receding
Reach in the Neighbourhood

Stefan Meister, International Centre for Defence and Security (ICDS), Estonia
29.06.2026

The study analyzes how Russia’s war against Ukraine has accelerated Moscow’s structural decline
as a regional power. The full-scale invasion was intended to restore Russia’s sphere of influence,
but it had the opposite effect: Kazakhstan, Georgia, Moldova, Armenia, and the Central Asian states
increasingly view Russia not as a guarantor of security, but as a risk from which they must distance
themselves.

A key driver of this decline is the concentration of Russian resources on the Ukrainian front. Due
to casualties and sanctions, Moscow has redeployed troops and weapons from Tajikistan, Armenia,
Abkhazia, and South Ossetia, weakening its influence in neighboring regions. The most telling
example is Nagorno-Karabakh: Russia had “peacekeepers” there after 2020, but did not prevent
Azerbaijan from establishing control over the territory in 2023.

At the same time, sanctions have weakened the Kremlin’s negotiating position. Russia needs new
energy markets, routes to circumvent sanctions, and transit through Azerbaijan, Georgia, and
Central Asia. This strengthens the agency of regional states: they are developing the Middle Corridor,
coordinating policies among themselves, and engaging China, Turkey, the EU, the U.S., India, Iran,
and Arab states. China stands to gain the most, as it takes over part of Russia’s influence in trade,
infrastructure, digital surveillance, and security.

Russian hegemony is coming to an end, but a weaker Russia does not become secure. It is losing its
ability to dictate the order, yet it increasingly relies on force, disinformation, and coercion.
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The Future of EU Enlargement Policy: Four Scenarios for
Enlargement in Wartime Europe

Katsiaryna Lozka, Jonas Althoff, Lavinia Klarhoefer, Maria Gargano, Maryna
Yaroshevych, Egmont Institute, Belgium

02.07.2026

The authors examine four possible scenarios for
the development of the EU’s enlargement policy
through 2029. Following Russia’s full-scale
invasion, enlargement has ceased to be merely
a means of supporting democratic change in
neighboring countries. Now it is also a matter of
security for all of Europe. At the same time, the
EU must strike a balance between the need to
bring Ukraine, Moldova, and the countries of the
Western Balkans closer to the European space
more quickly and the necessity of adhering to
its own rules: compliance with EU legislation,
implementation of reforms, unanimous
decision-making, budgetary constraints, and
maintaining the Union’s effectiveness.

Under a scenario of rapid expansion,
Montenegro and, possibly, Albania could
become full EU members. Ukraine and Moldova,
meanwhile, could gain gradual access to certain
parts of the single market and European
security mechanisms, but without full rights
to participate in the Union’s political decision-
making.
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Under a more cautious scenario, the EU will
continue to require candidates to consistently
fulfill all conditions. Ukraine will be able to open
new negotiation chapters, join the digital space,
European energy networks, and defense industry
support programs; however, full membership will
be postponed.

Another option envisages different levels of
participation in the EU. In this case, security
would take priority: Ukraine and other candidates
would be able to gradually join European defense
cooperation, the single market, educational
programs, energy projects, and the extraction of
resources critical to industry. This would allow
them to forge closer ties with the EU even before
gaining full membership.

The worst-case scenario is a de facto freeze on
enlargement. Populism, decision-blocking by
individual states, economic difficulties, and slow
reforms could halt the process. In that case, the
EU would lose some of its influence, while Russia
and China would gain more opportunities to
strengthen their positions in the region.
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Ukraine and the Next MFF: The Strive for Predictability

Luca Barana, Luca Cinciripini, Instituto Affari Internagionali (IAI), Italy
22.07.2026

The authors examine how the approach to funding Ukraine should change in the next long-term EU
budget for 2028-2034. The main instrument should be a reserve for Ukraine, through which up to
100 billion euros could be mobilized under the “Global Europe” program, provided that accession
requirements are met. The authors note that this amount is insufficient, as Ukraine’s reconstruction
needs are estimated at more than 520 billion euros. At the same time, the reserve could serve as the
foundation for a broader financing system.

The key point is that Ukraine’s reconstruction and its accession to the EU cannot be viewed as two
separate processes. Funds must be simultaneously directed toward rebuilding destroyed infrastructure,
implementing the reforms necessary for accession, and gradually aligning Ukraine with European
standards in areas such as energy, digital technologies, transportation, and the defense industry. It is
also important to improve the business environment to attract private investment.

The authors also emphasize the need to combine stability with flexibility. Ukraine and investors
need clear, long-term guarantees, yet the course of the war and the extent of the destruction remain
unpredictable. Therefore, the EU must coordinate among its members to provide grant aid, loans,
guarantees, support from international financial institutions, and private investment.

Ultimately, Ukraine should be rebuilt not merely with the prospect of future EU accession in mind,
but in accordance with the rules and standards of a future member state.
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ECONOMIC SECURITY, SANCTIONS,
AND STRATEGIC DEPENDENCIES
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Europe’s energy security in 2026: More resilient, but systemically
exposed

Izabela Surwillo, Julia Schwab, Danish Institute for international studies
(DIIS), Denmark
19.08.2026

As of 2026, Europe is better prepared for energy shocks than it was in 2022. At the same time, it is
still too early to speak of complete energy security. Dependence on Russian fossil fuels has decreased
significantly, but new risks have emerged: Europe relies heavily on Norway for pipeline gas supplies,
imports about 45% of its gas in liquefied form, and the United States has become its main supplier of
liquefied natural gas. In addition, maritime routes, gas terminals, and global energy markets remain
vulnerable.

The authors emphasize that diversifying suppliers does not mean complete independence. In 2024,
the European Union still met 57% of its energy needs through imports. The transition to clean
energy can enhance security but simultaneously increases the importance of power grids. The share
of renewable sources in electricity generation rose from 38% in 2021 to 48% in 2024. However, due
to grid capacity constraints, at least 120 GW of planned capacity may be connected with delays. By
2030, approximately 584 billion euros will be needed to develop the power grids.

Another challenge is European industry’s dependence on China for the production of clean energy
technologies. For example, the EU sources about 98% of its rare-earth magnets from China. Ukraine
serves as an important case study for testing the resilience of the energy system. Russian attacks
have shown that protecting the energy sector involves more than just air defense and cybersecurity.
Equally important are stockpiles of transformers and other equipment, trained repair crews, rapid
government procurement, reliable logistics, and the ability to quickly restore critical services.
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Countering the use of crypto-assets to circumvent sanctions

against Russia

Elzbieta Kaca, Polish Institute of International Affairs (PISM), Poland

17.07.2026

The study demonstrates how Russia uses
cryptocurrencies to circumvent sanctions and
create a parallel financial system with their help.
Cryptocurrencies have not replaced traditional
schemes involving banks, intermediaries, shell
companies, and cash, but have supplemented
them. They enable faster international payments,
particularly when purchasing dual-use goods—
such as drone parts, electronics, and other sensitive
technologies.

According to TRM’s estimates, in 2025, Russia
accounted for the majority of approximately $158
billion in cryptocurrency transactions related to
sanctions evasion. The A7 network, the ruble-
pegged cryptocurrency A7AS5, and the Garantex
and Grinex exchanges play a key role in this system.
The A7 network, which is linked to Ilan Shor and
the Russian defense bank Promsvyazbank, reported
over $90 billion in turnover in 2025. Exchanges
and intermediaries in Kyrgyzstan, Georgia, and the
United Arab Emirates are also involved in these
schemes. They help exchange cryptocurrencies for
local currencies.
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Western countries are gradually shifting their
approach to sanctions: instead of imposing
restrictions on individual exchanges, they are
increasingly attempting to shut down entire
networks that include cryptocurrency issuers,
brokers, banks, payment services, and other
intermediaries. At the same time, Russia is
adapting quickly. To conceal the origin of
funds, they use anonymous cryptocurrencies,

personal digital wallets, peer-to-peer
exchanges, transaction mixing services,
transfers between different blockchains,

decentralized financial platforms, and
services that allow users to exchange cash for
cryptocurrency, such as Aifory Pro.

This is of direct relevance to Ukraine, as
such financial channels help Russia purchase
components for its military-industrial complex
and sustain its ability to continue the war.
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The results and limits of European states’ interventions against
the Russian shadow fleet

Elzbieta Kaca, Polish Institute of International Affairs (PISM), Poland
25.08.2026

The author analyzes how effective European countries’ actions against the Russian shadow fleet are
and what limitations they face.

The shadow fleet remains one of the main ways to circumvent sanctions. At the same time, it poses
a threat to the environment, the safety of shipping, and critical maritime infrastructure. Starting in
2025, the countries of Northern Europe and the Baltic region have stepped up their efforts to combat
vessels that lack genuine state registration or sail under a false flag. The European Union has also
expanded the powers of its maritime missions so that they can inspect suspicious vessels.

The first results are already evident. Under pressure from the G7 countries, Panama, Barbados, and
Cameroon have begun removing sanctioned tankers from their registries. As a result, the number
of vessels without confirmed nationality has risen from 15 in December 2024 to 138 in July 2025.
Between December 2024 and August 2026, European countries and the EU’s “Irini” naval operation
inspected or attempted to inspect suspicious vessels 18 times. The most common reason was doubt
regarding the authenticity of their flags.

Russia, however, is adapting to the new conditions. Its tankers are attempting to bypass the British
exclusive economic zone, increasingly using the Arctic route or sailing around Africa. Some vessels
are replacing false flags with formally valid ones, and a growing number of tankers are being escorted
by Russian military ships or aircraft.

In the author’s view, a complete military blockade of such a fleet is unrealistic and too risky. Instead,
joint inspections, the detention of suspicious vessels, constant surveillance, and the establishment
of a separate EU naval operation could significantly complicate the circumvention of sanctions and
make it considerably more expensive for Russia.

48






THE EASTERN EUROPE YOUTH EMPOWERMENT SPACE

50







THE EASTERN EUROPE YOUTH EMPOWERMENT SPACE

52




THE EASTERN EUROPE YOUTH EMPOWERMENT SPACE

France and Germany: Overcoming Differences to Strengthen
European Sovereignty

(fr. France-Allemagne : dépasser les différends pour renforcer la souveraineté européenne)

Paul Maurice, Institut francais des relations internationales (IFRI), France
15.07.2026

The author explains why the Franco-German partnership remains important for the EU, but cannot
be sustained solely by symbolic statements and its traditional role as the “engine of Europe.” After
Friedrich Merz took office in 2025, the attempt to revive cooperation yielded only partial results.
Paris and Berlin still hold differing views on defense, industrial policy, energy, relations with the U.S.,
the agreement with Mercosur, and the use of frozen Russian assets.

The main point of contention concerns the nature of European autonomy. Since the start of Russia’s
full-scale war against Ukraine, Germany has significantly increased its defense spending, revised
budget constraints, and sought to build the strongest conventional army in Europe. At the same time,
Berlin continues to view NATO as the foundation of European security. France, however, insists that
Europe must have greater freedom in making political and military decisions and be less dependent
on the United States.

The failure of the joint fighter
jet development under the
FCAS/SCAF program in June
2026  demonstrated  that
large-scale defense projects
cannot succeed without prior
agreement on strategic goals,
the division of responsibilities,
and industrial interests. The
next test for the two countries
will be the program to develop
the new main battle tank
(MGCS), which is being carried
out by KNDS.

Despite the disagreements, opportunities for cooperation remain. These include consultations on
nuclear deterrence following Emmanuel Macron’s speech on March 2, 2026, the joint development
of air defense, early warning systems, and long-range weapons, as well as cooperation in space,
artificial intelligence, cybersecurity, high-performance computing, semiconductor manufacturing,
and dual-use technologies.

The author proposes transforming the French-German Council of Foreign and Defense Ministers into
a practical tool for coordinating specific projects. In his view, Paris and Berlin should focus less on
declarations and more on joint initiatives with clear objectives, responsible parties, and deadlines.
Such initiatives should address EU enlargement, majority voting, the formulation of the Union’s
budget for 2028-2034, as well as support for Ukraine, Moldova, and the Western Balkan countries.
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Europe in an Age of America First Economics

Houston Wilson, Instituto Affari Internagionali (IAD), Italy

03.08.2026

This study analyzes how the economic
nationalism of the U.S. Republican Party and
Donald Trump’s “America First” policy pose
a serious challenge to the European Union.
This goes beyond individual trade disputes
and reflects a broader shift in U.S. industrial
policy. Washington is increasingly using
tariffs, government subsidies, requirements
to purchase American goods, and measures
to bring manufacturing back to the country
to protect strategic industries and attract new
investment.

Tariffs are having the most immediate impact
on the EU. Starting in 2025, most European
goods on the U.S. market will be subject to a
general tariff of 15%. For steel, aluminum, and
most copper products, the rate reaches 50%. As
early as the first quarter of 2026, EU exports
to the U.S. were 30% lower than in the same
period the previous year. At the same time, the
EU’s trade surplus with the U.S. shrank from 80
to 34 billion euros.

In the long term, U.S. subsidies and requirements
to manufacture goods domestically could
become an even greater problem. After the Biden
administration passed the Inflation Reduction Act,
some incentives for clean energy were revised;
however, the Trump administration maintained
its course of supporting U.S. manufacturing in
sectors such as semiconductors and advanced
technologies. As a result, investments and jobs
may shift from Europe to the U.S.

At the same time, the author points out a certain
contradiction. The U.S. and the EU share common
concerns regarding China, semiconductors, critical
minerals, energy, and the reliability of supply
chains. However, their industrial policies are
increasingly becoming competitive. According to
the author, Europe must protect its own industry,
diversify its sources of supply, and strengthen the
single European market. At the same time, it is
important to prevent competition between the EU
and the U.S. from escalating into a full-scale trade
war.
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SECTION 2. INSIGHT LAB ANALYTICAL MATERIALS
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EEYES Insight Lab - a youth-oriented think tank of the International Charitable Foundation
«UDoNation» / Eastern European Youth Empowerment Space (EEYES). The center conducts research
in the fields of international and domestic politics, economics, and security, and engages financial
expertise as needed. The priority of Insight Lab’s activities is to ensure high quality standards for its
analytical products.

Research within Insight Lab is implemented both on the team’s initiative and at the request of
partners; it may be intended for either public or restricted distribution. The current geographical
focus covers Germany, Poland, and France, with the prospect of further expansion to the European
region as a whole. At the same time, Insight Lab functions as a platform for professional dialogue,
exchange of expertise, and development of modern research approaches.

An important area of the center’s work is the internship program for young researchers. Insight Lab
systematically invests in the development of a new generation of analysts, creating conditions for the
acquisition of practical skills, professional growth, and the public presentation of their work results.
The materials presented in this magazine were prepared by Insight Lab interns within the framework
of the internship program under the supervision of the center’s team.
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A Russian drone on the territory of NATO member states: what
does it mean?

Oleksandra Popovych

The use of unmanned aerial vehicles by Russian forces with their subsequent entry into the airspace
of NATO member states has become one of the proofs of escalating aggression in relations between
Russia and the Alliance. It is worth noting, however, that while at the beginning of the full-scale
invasion most such cases were viewed as isolated incidents, as of 2026, a shift in their nature can
be observed: they are increasingly accompanied by material damage and pose a direct threat to the
civilian population and critical infrastructure.

Russia’s practice of utilizing tools for power projection and hybrid influence is not a new factor in its
long-standing relations with the security bloc. Nevertheless, unlike traditional methods: large-scale
military exercises near the Alliance’s borders (notably the «Zapad» exercise series), unsafe military
aviation maneuvers, displays of naval presence in the Baltic and Black Seas and cyberattacks —
incidents involving unmanned aerial vehicles are characterized by the direct violation of the airspace
of NATO member states.

All of the aforementioned traditional tools of Russian pressure on the Alliance can largely be classified
as «gray zone» activities, as they have remained below the threshold of open military conflict between
Russia and NATO. That is why, given the increasing number of incidents involving drones, the question
arises as to whether they are an accidental consequence of hostilities on the territory of Ukraine, or
if they signify an evolution of the Russian model of engagement with NATO aimed at probing the
boundaries of the Alliance’s response. The assessment of risks to European security, the development
of effective deterrence mechanisms and the forecasting of the future dynamics of relations between
the parties depend on the answer to this question.

What is this: an accident, a provocation, or a test of response?

Approaching the analysis and a specific answer to the research question, it is worth understanding
that reliably determining the nature of each individual incident is rather difficult due to the limited
availability of information and the complexity of analyzing the Russian side’s intentions. However, to
subjectively determine the potential tactics behind the use of drones, it is advisable to apply the same
criteria for comparing and evaluating each case. Thus, it is worth starting with the identification of
possible characteristics for conducting this research.

In my view, relevant criteria include proximity to the border with Ukraine, as this makes it possible
to understand whether the aerial object could have entered the territory of NATO countries as a
result of deviating from its course during an attack on Ukraine. The next criterion is the recurrence
and frequency of such incidents. An isolated occurrence and the absence of a consistent pattern of
attacks may indicate their sporadic and accidental nature, whereas the systematic recurrence of such
cases requires a different explanation. An equally important role is played by the indicator of damage
inflicted on material assets, structures and individuals, as it allows for tracking and approximately
determining the probable objective of the drone’s flight. However, one of the most critical factors is
an understanding of the context in which the attacks were carried out and the subsequent reaction
of both sides to such incidents; it is precisely this that allows for a more substantiated assessment of
the potential deliberate nature of these actions.
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Is it possible to view incidents of Russian drones entering NATO territory as accidental? In fact,
this is quite a complex question that may yield different answers depending on the period under
consideration. However, in the context of the events that have taken place as of August 2026, it is
rather difficult to characterize all such incidents as accidental.

First and foremost, considering the criterion of distance, in many cases, concluding that the incidents
occurred in relative proximity to the territory of Ukraine is logical. In particular, Romania recorded
the highest number of such incidents among the allies; due to its immediate proximity to Odesa
region, it repeatedly experienced Russian drones entering its territory from the Black Sea waters.
A similar pattern is also observed to a certain extent regarding Poland and the Baltic states. Such
geographical proximity serves as an argument in favor of the accident hypothesis, as drones used to
strike Ukrainian targets near the border can potentially deviate from their planned route or cross the
border as a result of the operation of air defense and electronic warfare systems.

Photo from source Ne4

At the same time, the geographical criterion cannot fully account for the entire set of incidents. The
expansion of the geography of cases beyond the immediate border area of Ukraine weakens the
argument that all violations of NATO airspace are merely the result of drones accidentally deviating
from their original target. Particularly important in this context is the emergence of cases in states
located at a considerable distance from the Ukrainian border. In itself, this factor is not direct evidence
of deliberate intent; however, it complicates explaining all incidents exclusively by chance and
necessitates taking other criteria into account. Nevertheless, taking into consideration the appearance
of Russian aircraft near military facilities on the territory of NATO countries, particularly in Belgium
and the Netherlands, and their great distance from Ukrainian borders, the thesis of accidental entry
requires additional substantiation. The appearance of an «unknown» unmanned aerial vehicle near
military or critical infrastructure facilities does not in itself prove a reconnaissance purpose, but it
may indicate potential interest in specific sites and reinforces the argument in favor of the deliberate
nature of such actions. Thus, the theory of coincidence is not viable when applying this criterion.
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The next criterion for assessing the accident hypothesis is the frequency of attacks. Here, one can
observe a significant increase in the number of incidents compared to 2022, when such cases were
predominantly isolated. In subsequent years, by contrast, an upward trend can be traced in the
number of instances where Russian unmanned aerial vehicles were present on the territory or within
the airspace of NATO member states. According to approximate calculations by the author of the
article based on open-source data, it can be stated that more than 55% of cases across the entire
period occurred specifically in 2025. Such a concentration of incidents within a single year indicates
not only an increase in their frequency, but also a shift in the scale of the problem. Consequently, it
is increasingly difficult to explain the recurrence of such cases solely as an aggregate of individual
accidental deviations. When examining this criterion, attention should also be paid to the number
of drones deployed during a single incident. The appearance of approximately 20 unmanned aerial
vehicles in Polish airspace on September 9-10, 2025, substantially weakens the accident hypothesis,
as this no longer concerns an isolated deviation of a single aircraft, but a large-scale penetration by
a significant number of UAVs. According to assessments by the Institute for the Study of War (ISW),
this operation may have been prepared by Russia months in advance, further casting doubt on its
accidental nature. Particular attention should be paid to the use of decoy drones, notably «Gerbera,»
which could have been deployed to saturate the airspace with additional targets and complicate the
operation of air defense systems. Thus, the scale, preparedness and diversity of the UAVs employed
may indicate not only the provocative nature of the incident, but also the potential testing of NATO’s
capability and response to a mass drone penetration.

Examining the next indicator (the level of inflicted damage) is fairly subjective, yet simultaneously
appropriate to utilize. It is worth tracing the trend toward an increase in the potential danger of such
incidents. When examining cases in 2022 and 2023, a significant portion of them were transit-like
in nature or ended with the crash of debris without directly impacting civilian objects. Subsequently,
however, instances have been recorded involving drone crashes, crater formation, structural damage
and direct strikes on civilian infrastructure, as well as indirect damage, notably stemming from the
presence of strike or reconnaissance UAVs near critical and military infrastructure of NATO member
states. Thus, the occurrence of direct strikes on civilian infrastructure and the infliction of harm on
the civilian population, as occurred in Romania on May 29, 2026, serves as an important argument
for assessing the nature of such incidents. In this case, a Russian drone entered Romanian airspace
and struck a residential building, injuring civilians as a result. Consequently, the trend toward an
increasing level of damage to property and the population of NATO member states weakens the
explanation of such incidents solely as accidental consequences of hostilities and, in conjunction with
other criteria, may point to the growing deliberateness of such actions.

Undoubtedly, examining all criteria comprehensively is essential to confirm or refute the hypothesis,
yet analyzing this issue in a vacuum is impossible. When analyzing the accidental nature of the
incidents, attention should be paid to one of the key criteria — the reaction of the parties and the
context of events in Ukraine and globally. It is precisely the sequence of events that allows for an
understanding of whether the incidents remain isolated occurrences or gradually influence the
behavior and policy of both sides.

Accordingly, at least three illustrative periods of reaction can be distinguished. The first is the second
half of 2023, when, following a series of Russian UAV crashes on the territory of border Romanian
villages, the Alliance reinforced its presence in the region, in particular by deploying additional air
surveillance assets and fighter aircraft. These events unfolded against the backdrop of an escalating
situation in the Black Sea region after Russia terminated its participation in the Black Sea Grain
Initiative and intensified Russian attacks on Ukrainian ports. Thus, even at this stage, UAV incidents
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began to be viewed not merely as a local problem, but in the broader context of security along
NATO'’s eastern flank.

The next illustrative stage is the year 2025. On September 10, numerous Russian drones violated
Polish airspace, after which Poland invoked Article 4 of the Washington Treaty to request consultations
within NATO. In response, NATO activated additional air defense and surveillance assets and on
September 12 announced the launch of the «Eastern Sentry» program, aimed at bolstering the
defense of the eastern flank. NATO itself underscored that the September 10 incident was not an
isolated occurrence and that the frequency of dangerous Russian actions in the airspace along the
eastern flank is increasing.

Another illustrative period is late spring—early summer 2026. It is particularly significant not only
for refuting the accident hypothesis, but also for assessing the evolution of NATO member states’
responses, especially at the national level. It was on May 29, 2026, that a Russian drone struck a
residential building in Romania, causing damage to civilian infrastructure and injuring civilians.
This case already differs substantially in the nature of its consequences from earlier incidents, as
the violation of airspace was accompanied by a direct strike on a civilian object, demonstrating
the practical necessity of the legislative amendments adopted in February 2025, which expanded
Romania’s powers to respond to UAVs, in particular by permitting their direct destruction under
legally defined conditions.

However, it is impossible to perceive the situation solely through the reaction of one side; therefore,
attention should also be paid to the Russian side. While at initial stages one could observe denials
or refutations of the facts surrounding drone incidents, subsequently the Russian side increasingly
responded to NATO’s reinforcement by accusing the Alliance of escalation and entanglement in the
war. Such a shift in rhetoric is also meaningful, as it demonstrates that Russia perceives NATO’s
response not merely as a technical reaction to individual incidents, but as part of a broader standoff.

What lies ahead in Russia—-NATO relations?

Thus, it is entirely logical to assume that the accident hypothesis as a universal explanation is
insufficient. Individual cases may indeed be the result of drones deviating from their course, the
operation of electronic warfare systems, or other unforeseen factors. However, by turning attention
to the evolution of the response of both the Alliance and the Russian Federation and tracing their
interaction, a trend toward changing patterns of behavior can be observed. At the same time, refuting
one hypothesis does not automatically confirm another. Therefore, while discarding the accident
theory as a universal explanation due to insufficient evidence in its favor, it is worth examining
why the hypothesis of a provocation or a test of response is more plausible. A cumulative analysis
of all criteria allows us not only to speak of the provocative nature of individual actions, but also
to hypothesize the presence of a specific strategic objective behind them. In particular, taking into
account the context of the incidents, the Alliance’s reaction, and the subsequent change in the nature
of the Russian Federation’s actions provides grounds to assume that such cases may be used to test
the boundaries of what is permissible and assess potential NATO responses.

Consequently, the most probable scenario for Russia’s future behavior may be the continuation of
provocative actions with the gradual testing of various options for the Alliance’s reaction, which
could potentially be accompanied by a further increase in the level of escalation.

This article was written for the magazine “Think Tanks Essentials”.
Views expressed in the article are those of the author.
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From Shahed to joint production: what Russia and Iran have
learned from each other

Yaryna Vasylyk

Introduction

Since 2022, Russian-Iranian cooperation in unmanned systems has evolved from the supply of ready-
made Shahed drones to localized production and the mutual exchange of technology and combat
experience. After acquiring the Iranian platform, Russia scaled up its production, modified it based on
lessons learned from the war against Ukraine, and by 2026 began transferring some of the improved
solutions back to Iran. This transformed the initial “supplier-recipient” model into a two-way cycle
of military-technological learning.

Initial Model of Cooperation

The Shahed-136 is an Iranian-developed long-range one-way attack unmanned aerial vehicle (UAV)
designed to strike ground targets. Its relatively simple design, long range, and low cost make it
possible to deploy such systems in large numbers.

Russian Shahed drones are based on the Iranian design, and Russia initially acquired them through
direct purchases from Iran in the autumn of 2022. In early 2023, Iran delivered approximately 600
drones in disassembled form for assembly in Russia, after which their production was localized.

Russia quickly integrated Iranian UAVs into its war against Ukraine, using relatively inexpensive
attack drones to strike cities and infrastructure. Large-scale launches placed an asymmetric burden
on Ukrainian air defense, forcing it to expend limited resources on interception.

However, cooperation quickly moved beyond the export of finished weapons. Iran supplied Russia
with components and related technologies. According to the U.S. Department of the Treasury, Iran’s
Ministry of Defense and Armed Forces Logistics cooperated with Russia on financing and producing
Iranian-designed attack UAVs at Alabuga (a special economic zone housing production facilities for
Shahed/Geran attack UAVs) under a $1.75 billion contract. In late 2022, Russian officials also held
negotiations with Sahara Thunder, a company subordinate to Iran’s Ministry of Defense and Armed
Forces Logistics and responsible for commercial activities. The negotiations concerned the supply
and production of thousands of UAVs per year at Alabuga.

Localization became the next stage. Russia established production at Alabuga of its own version of
the Shahed-136 - the Geran-2 - with plans to gradually localize most Geran-2 production in Russia.

The Russian Adaptation Phase

Localizing production facilities did not mean simply copying the Shahed-136. Over the course of the
war, Russia gradually modified both the drones’ design and the tactics for their use in response to
Ukrainian countermeasures. One area of modernization was the navigation system. Russian Geran-2
drones were equipped with Kometa modules, which had already been used in other Russian UAVs
and made it possible to simplify the navigation system’s internal electronics. The design also changed:
instead of the lightweight honeycomb material characteristic of Iranian Shaheds, examined Russian
models used fiberglass and layers of carbon fiber.
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The tactics of their use also evolved. Russia began combining Geran attack drones with cheaper
decoy UAVs and other means of aerial attack, creating mixed strike waves designed to complicate
Ukrainian air defense operations and make them more costly. At the same time, Moscow expanded its
production and launch capacity: between September 2024 and March 2025, the number of Shahed
launches increased from approximately 200 to more than 1,000 per week.

Reversal of the Direction of Technology Transfer

By 2026, some of the developments Russia had made while adapting the Shahed began moving in
the opposite direction. One of the clearest examples was the transfer to Iran of the Kometa-M satellite
navigation system, which improves the accuracy of Shahed-136 drones and increases their resistance
to jamming.

The exchange is not limited to technical components. In testimony before the Commission on Security
and Cooperation in Europe in April 2026, Aaron Zelin, a senior fellow at the Washington Institute,
stated that Moscow had supplied Tehran with components for modifying Shahed drones and shared its
experience of using UAVs against Ukraine. In particular, this included recommendations on conducting
coordinated attacks using multiple drones simultaneously. Thus, the reverse transfer encompasses not
only technologies but also tactical practices tested by Russia in its war against Ukraine.

Another level of cooperation has involved the exchange of intelligence for targeting strikes. According
to The Washington Post, Russia provided Iran with information on the locations of U.S. military assets
in the Middle East, including ships and aircraft. This expands cooperation beyond technological and
tactical transfers to intelligence support for combat operations.

Limits of Mutual Learning

Russia’s experience of using Shahed drones cannot be fully transferred to a different operational
environment. Analysis of Russia’s campaign against Ukraine shows that the way missiles and drones
are employed depends, among other factors, on the location and value of the target and the range
of the strike. Relatively inexpensive Shahed drones allow Russia to increase the scale, frequency, and
geographical reach of its strike campaign.

Variation in the choice of strike systems can also be observed in Iran’s campaign in the Persian Gulf.
According to an assessment by the Center for Strategic and International Studies (CSIS), drone
attacks predominated against the UAE and Saudi Arabia, while the balance between drones and
missiles differed for other targets. This distribution indicates that the composition of strikes is adapted
to specific targets: drones were used to exert sustained and relatively inexpensive pressure, while
missiles were employed where speed, reliability of the strike, or signaling in relation to military
targets was a priority.

Thus, Russia and Iran can adopt each other’s technologies and tactical experience, but the specific
ways in which they employ them depend on their objectives and operational environments. What they
share is not a specific template for conducting strikes, but rather the principle of adapting available
capabilities to the conditions of a particular campaign.
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Conclusions

Russia and Iran are not merely expanding Shahed production; they are also adapting the technology
and the ways in which it is employed to their own needs. Russia transformed the platform it received
from Iran into a scalable production system and adapted both its design and tactics to the war against
Ukraine. Iran, in turn, is acquiring Russian technological modifications and experience from their
combat use. At the same time, specific Russian tactics cannot automatically be transferred to the
Middle East: their application depends on the objectives and operational environment. For Ukraine,
this means the need to systematically share data with partners on Shahed/Geran modifications and
tactics of their use, as well as to coordinate sanctions and export controls targeting shared component
supply chains.

If the current model of cooperation persists, Russian-Iranian exchanges are likely to increasingly
resemble a cycle of mutual adaptation: solutions tested by one side under combat conditions will be
further developed and integrated by the other. For Ukraine, this creates the risk that modified Shahed
drones could reappear on the battlefield after being further refined based on lessons learned from
their use in the Middle East.

This article was written for the magazine “Think Tanks Essentials”.
Views expressed in the article are those of the author.
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Sabotage as a Tool of Foreign Policy: How Is Russia Testing the
Limits of the West’s Response?

Kateryna Kot

Russia and its allies have been repeatedly accused of organizing attacks and other incidents across
Europe since the invasion of Ukraine. Moscow’s objective in these cases is identified as undermining
support for Ukraine, attempting to sow fear, divide European societies, and expose vulnerabilities in
the continent’s security system.

The impact of sabotage lies primarily in creating preconditions for the application of force: such a
reduction in efficiency provides time, space, and more favorable conditions for the effective action of
other means. This role particularly highlights why technological changes are unlikely to alter the core
characteristics of sabotage and its ongoing role in global politics. Following the start of the full-scale
invasion of Ukraine in 2022, the Russian Federation deployed a full spectrum of confirmed sabotage
tactics against Western countries: regular airspace violations in Romania, Poland, and Estonia by
Russian drones and missiles, large-scale cyberattacks on critical and governmental infrastructure,
arson attacks on military and logistical facilities, damage to subsea communications in the Baltic Sea,
and the artificial creation of migration crises on the EU’s eastern borders.

The post-Cold War era has undoubtedly witnessed extraordinary shifts in information technology;
however, recent events indicate that sabotaging these technologies through cyberspace often carries
less impact than old-fashioned kinetic actions. The fact that the recent spate of sabotage against NATO
members in Europe was conducted largely through traditional rather than cyber means underscores
this dynamic, as noted by Joshua Rovner, Rory Cormac, and Lennart Maschmeyer in their study Sand
in the Gears: Sabotage in World Politics.

On November 16, 2025, a train driver on the line between Warsaw and Lublin in Poland reported
track issues. During a site visit, the Prime Minister noted that the incident occurred on a rail line
critical for delivering humanitarian aid to Ukraine. Polish officials stated they were confident that an
explosive device was detonated on a section of the track, and subsequent damage to the overhead
catenary was discovered on the same line, both instances likely representing acts of sabotage.

The man who, according to officials, was behind the attack on the Polish railway delivering supplies
to Ukraine is Yevhen Ivanov, a Ukrainian convicted of collaborating with Russian military intelligence
to organize arson attacks at home improvement stores, cafes, and a drone manufacturing plant in
Ukraine, court documents show. Ivanov, who fled Poland following the attack there, worked for Yuri
Sizov, an officer in Russian military intelligence (GRU). Assigning tasks to individuals with criminal
backgrounds like Ivanov allows Russia to avoid risking highly trained personnel.

Russia’s hybrid warfare tactics regularly rely on «expendable» agents — individuals recruited to perform
single tasks. These agents are recruited and instructed primarily through social media networks.
They are then deployed to execute various sabotage and influence operations in Europe on behalf of
Russia. Moscow has little concern for the ultimate fate of these agents, as their single-use missions
prevent them from learning the specific scale and scope of Russian intelligence operations. Utilizing
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these proxies makes operations significantly cheaper for the Russian Federation while continuing
to place a heavy burden on European security services, given that cross-border operations require
extensive inter-state investigative cooperation. For this reason, in November 2025, the Center for
European Policy Analysis (CEPA) launched a major new project: Defend, Deter, Counter: Responding
to Russia’s Shadow War, aimed at helping build the framework for a new transatlantic approach to
deterrence.

At a press conference in Brussels, Finnish President Alexander Stubb noted that European nations
must keep a «cool head.» He cautioned against overreacting to suspected Russian provocations,
stressing: «Unfortunately, this is the new normal. Russia is trying to destabilize our societies through
information and other campaigns».

In her article titled Russia aims to drain Europe’s investigative resources with sabotage campaign,
officials say, author Emma Burrows writes that this act of sabotage in Poland is one of 145 incidents
(as of December 2025) recorded in the Associated Press database. Western officials state these are
part of a broader, Russia-directed campaign to destabilize Europe. The incidents range from plugging
vehicle exhaust pipes with expanding foam in Germany to plots involving the placement of explosive
devices on cargo planes. Other acts include arson at retail stores and a museum, hacker attacks
targeting politicians and critical infrastructure, and espionage by a ring convicted in the United
Kingdom.

Some operations carried potential for catastrophic consequences, including mass casualties, such as
parcel explosions at logistics hubs in Germany and the United Kingdom. Western officials stated they
suspect these parcels were part of a broader Russian intelligence plot to place bombs on cargo flights
bound for the United States and Canada.

In another instance, Western intelligence agencies foiled what they described as a Russian plot to
assassinate the chief executive of a major German arms manufacturer providing weaponry to Ukraine.
European authorities are investigating multiple instances of subsea infrastructure damage in the
Baltic Sea, including a power cable connecting Estonia and Finland. Finnish authorities detained a
vessel suspected of belonging to Russia’s sanction-evading «shadow fleet» after this and other cables
were severed.

When information appeared on a fake French Ministry of Defense website claiming citizens were
being called up to fight in Ukraine, the French minister condemned it as Russian disinformation.
Meanwhile, German authorities suspect Russia was behind a campaign that blocked dozens of car
exhaust pipes ahead of national elections, according to a European intelligence official speaking on
condition of anonymity to address sensitive matters.

In October 2025, a British court sentenced five men to lengthy prison terms for their involvement
in an arson attack on a London warehouse holding satellite communication equipment bound for
Ukraine. During sentencing, the judge noted that the attempt was organized on behalf of the Russian
paramilitary organization Wagner and formed part of a widespread sabotage campaign.

Bart Schuurman, a professor specializing in terrorism and political violence, believes that beyond the

obvious motivation of attempting to undermine public support for Ukraine, there is an element of
power projection: Moscow uses these tactics to remind European leaders of its reach and capabilities.
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Russia’s approach to warfare leads to «escalation not by accident, but by design,» observe Andrei
Soldatov and Irina Borogan in their work War Without End: Russia’s ‘Shadow War’.

Sweden’s accession to NATO brought a decisive shift to the balance of power in the Baltic region. By
abandoning its 212-year policy of neutrality dating back to the Napoleonic Wars, Sweden effectively
transformed the Baltic Sea into a «NATO lake.» This shift triggered an intensification of Russian
intelligence activity, marked by increased disinformation, cyberattacks, and covert operations. The
Swedish Security Service (Sikerhetspolisen, SAPO) reported in March that Russia is employing new
espionage tactics. Russian intelligence is actively targeting individuals suffering from substance
addiction as potential recruits for sabotage attacks in Sweden, prompting recommendations for
heightened police surveillance. Addicts are reportedly targeted due to their low social standing and
relative invisibility — valuable attributes for espionage proxies.

Russianintelligence operatives in Sweden operate out of numerous Russian institutions. SAPO estimates
that approximately 30 percent of the diplomatic staff at the Russian Embassy at Gjorwellsgatan 31 in
Stockholm are intelligence officers whose duties include recruiting and handling agents. Furthermore,
SAPO identified the Russian Orthodox Church in Sweden as a second «legitimate» channel utilized
by Moscow for intelligence gathering, influence operations, and other security-threatening activities.
In response, the EU introduced a new sanctions framework on October 8, 2024, targeting individuals
and entities associated with destabilizing hybrid threats originating from the Russian Federation
against the EU and its allies. These threats encompass election interference, infrastructure sabotage,
disinformation, cyberattacks, and the weaponization of migrants. Subsequently, on May 20, 2025,
this sanctions regime was expanded to cover tangible assets linked to malicious activities (such as
vessels, aircraft, real estate, and physical network components) as well as transactions involving
financial institutions and crypto-asset services.

Thus, the contemporary Russian hybrid campaign in Europe has evolved into a comprehensive,
multi-dimensional threat serving clear strategic goals. The primary operational vector remains the
disruption of logistics and support for Ukraine. Attacks intentionally target critical supply nodes,
including Polish railways, equipment warehouses in the United Kingdom, and defense industry
leadership in Germany.

Simultaneously, Moscow seeks to exhaust the resources of European security agencies. Due to the
scale and variety of low-level incidents, now exceeding 180 entries in the Associated Press database
(as of August 2026), intelligence services are forced to disperse funds and personnel across localized
investigations. This is coupled with psychological pressure and power projection. By creating threats
of mass casualties, Russia signals to Western leaders its capability to operate deep within their home
territories while attempting to panic the public.

To achieve these objectives, Russian intelligence has adapted its tradecraft. Contrary to expectations
of the digital age, priority is given to traditional kinetic methods: physical sabotage, bombings, and
arson often prove more disruptive than cyberattacks. Furthermore, Russian intelligence services
(particularly the GRU) have shifted their approach to operational execution by relying heavily on
«expendable» proxies. By recruiting individuals with criminal records or marginalized populations
(such as drug-dependent individuals in Sweden) via social media, Russia reduces operational costs
while maintaining plausible deniability. The coordination of this agent network is maintained under
legal cover, relying on diplomatic missions and religious organizations like the Russian Orthodox
Church.
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This campaign is defined by the high complexity of hybrid threats. Russia seamlessly blends direct
physical sabotage with information warfare and artificially induced migration crises along the borders
of Finland, Poland, and the Baltic states.

Consequently, the West faces unprecedented challenges. Europe is forced to accept this reality as a
«new normal,» recognizing that sabotage represents deliberate escalation. As the President of Finland
emphasized, Western societies must maintain a «cool head,» resist provocations, and avoid advancing
the Kremlin’s objective of spreading fear. The cross-border nature of these attacks demands structural
consolidation, while initiatives such as the CEPA project demonstrate that Europe is shifting from
reactive, piecemeal investigations toward a unified, systemic strategy to deter Russia’s shadow war.

This article was written for the magazine “Think Tanks Essentials”.
Views expressed in the article are those of the author.
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When Sabotage Becomes an Attack: Does NATO Article 5 Apply
to Russian Hybrid Operations?

Yuliia Lonchyna

Introduction

Hybrid operations have become one of the leading tools of modern aggression. The combination
of cutting-edge technologies with tools of covert pressure enables an aggressor to interfere in the
affairs of another state from within, without crossing the threshold of direct armed conflict. This
undermines traditional notions of security and permanently blurs the line between peace and war.
According to official NATO terminology, hybrid methods encompass military and non-military means,
which are divided into covert and overt methods, such as: disinformation, cyberattacks, economic and
political pressure, sabotage, subversion, and interference in the electoral process. Hybrid methods
are used to sow doubt in the minds of the population and destabilize society.

Hybrid operations are a broad concept that encompasses a variety of threats. This paper focuses
primarily on one type of hybrid operation—sabotage, defined as physical actions aimed at directly
undermining a state’s logistical and security capabilities, as well as causing harm to its infrastructure
and population. Unlike less conspicuous political and economic levers of influence, acts of sabotage
directly threaten national security and raise a crucial question: at what point does a hybrid operation
reach the level of an armed attack?

Analysis of Article 5 of the North Atlantic Treaty

Article 5 of the North Atlantic Treaty stipulates that an armed attack against one NATO member is
considered an attack against the Alliance as a whole and obligates each ally to provide assistance.
This assistance may include any measures that member states deem necessary to restore and maintain
security in the North Atlantic region.

Article 5 establishes an obligation of collective defense, whereas it gives member states leeway to
determine the form of assistance without imposing universal obligations on them. It may include
military, advisory, logistical, counterintelligence, and other measures.

A more complex issue is the lack of specificity in defining the very concept of an “armed attack.” The
North Atlantic Treaty does not contain a specific activation procedure. Decisions are always made on
a case-by-case basis depending on the circumstances. In the event of an attack, the North Atlantic
Council is required to convene, consult, and reach a consensus.

NATO has its own explanation for the uncertainty surrounding the application of Article 5. It is
believed that the absence of a clear threshold is no coincidence. Former Secretary-General Jens
Stoltenberg stated that the Alliance does not want to give the adversary the opportunity to know in
advance exactly where the limits of Article 5 lie. Thus, the absence of clearly defined limits provides
a political advantage and room for manoeuvre.
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Such flexibility leaves room for interpretation of what constitutes an armed attack. At first glance,
the terrorist attack of the 11 September 2001 (the first and, to date, only instance of Article 5 being
invoked) did not fit the classic definition of an armed attack in the form of a confrontation between
two states. It was therefore the flexibility of Article 5 that enabled the allies to recognise this situation
as grounds for invoking the principle of collective defence.

However, the downside of such ambiguity is that the boundaries of the threat are entirely undefined,
as there are no criteria by which one can clearly determine exactly when a hybrid attack ceases to be
an isolated incident and takes on the character of an armed attack.

It is precisely this ambiguity that creates an environment favourable to the aggressor — a “grey zone”
. First, destabilising the situation in a country through hybrid methods requires fewer resources than
direct armed conflict. Furthermore, by employing this strategy, the aggressor avoids resistance from
the civilian population, large-scale military casualties, and some of the political and international
legal consequences associated with overt aggression.

Russian Hybrid Operations

This problem is particularly evident in the nature of Russia’s current operations against NATO member
states. Acts of sabotage on the territory of Allied nations have occurred in the past, but the start of
Russia’s full-scale invasion of Ukraine has led to an increase in their number and scale. Recent years
have seen numerous instances of sabotage, airspace violations, arson, acts of sabotage and other
physical attacks, in which Western intelligence services have traced Russian involvement.

The year 2024 presented a major challenge for a number of European countries due to a sharp rise
in the number of hybrid attacks. Moscow’s main objective was to disrupt aid deliveries to Ukraine
and undermine security in Poland, Germany and other countries by using «single-use operatives»
recruited online.

In May, a shopping centre in Warsaw was destroyed by arson in an incident that the Polish authorities
classified as a terrorist act. Other attempts to set fire to infrastructure were also recorded. The crimes
were committed by third parties recruited by Russian military intelligence (the GRU). According to
the official findings, the main aim of the crimes was to intimidate the public.

At the same time, Germany has faced an unprecedented wave of arson attacks and acts of sabotage
targeting its defence sector, critical infrastructure and logistics. German intelligence services and
the government attribute most of these incidents to Russia’s hybrid warfare, aimed at disrupting the
supply of military aid to Ukraine.

n particular, Russian sabotage groups are suspected of setting fire to a Diehl metallurgical plant
in Berlin, a company that is assisting Ukraine with air defence systems. A separate investigation
was conducted into the fire involving a DHL air cargo consignment in July 2024, in which Western
intelligence services traced Russian involvement.

The Baltic Sea suffers extensively from the presence of the shadow fleet, as its waters have become
a staging ground for Russian hybrid operations. This has led to an increase in attacks on seabed
infrastructure, as well as coastal espionage and subversion. Among the most severe consequences are
disruptions to undersea data cables and gas pipelines.
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European governments regard this as a hybrid response to their support for Ukraine. To counter it,
NATO has been forced to enhance its counter-intelligence, surveillance and inspections of suspicious
vessels. Analysts point out that acts of sabotage on the seabed are part of a single, coordinated
campaign and should not be viewed as isolated incidents.

There have been numerous unprecedented violations of NATO countries’ airspace by missiles and
drones, particularly over Poland and Romania. This poses a direct threat to infrastructure, as well as
to the lives and safety of citizens.

One notable example is the events in Poland in September 2025, when 19 Russian drones entered
Polish airspace. In response, Polish and allied forces were placed on high alert. Warsaw invoked
consultations under Article 4 of the North Atlantic Treaty.

The Cumulative Effect Of Hybrid Operations

At the same time, the question arises as to whether hybrid attacks should be assessed individually
or collectively, given that a combination of sabotage, cyberattacks and airspace violations poses a
significantly greater threat than isolated incidents.

This gives rise to the dilemma of the cumulative effect.

Generally speaking, NATO has no officially adopted definition of the cumulative effect applicable to all
hybrid operations. However, the Alliance has already acknowledged the need to take the cumulative
effect into account in specific cases. For example, following the 2021 Brussels Summit, NATO
explicitly recognised the possibility of a cumulative effect in the cyber domain, where a combination
of individual malicious actions may, under certain circumstances, amount to an armed attack. Thus,
the Alliance recognised that individual actions should not always be assessed in isolation, and that
their cumulative effect may be relevant to the correct evaluation of a particular case.

At present, this approach is aimed solely at countering cyberattacks, so it is too early to claim that
there is a single model applicable to all hybrid operations. At the same time, it is entirely logical to
assume that such a framework could be applied in a broader context. Whilst individual incidents
may not reach the level of an armed attack, it is precisely their interconnectedness, their common
source of threat, and their intensity and scale that completely alter the assessment of the situation.
Consequently, the key question is not simply whether a single act of sabotage crosses the threshold
of an armed attack, but also whether a series of actions is being carried out whose cumulative threat
poses a strategic threat to the Alliance.

Furthermore, it is worth bearing in mind that invoking Article 5 is just one of many options for
countering Russian pressure. The Alliance possesses a well-established toolkit of countermeasures and
defence measures. Stepping up counterintelligence operations, developing air defence capabilities,
joint procurement, protecting critical infrastructure, conducting consultations under Article 4, and
economic countermeasures against the shadow fleet — all of this means that the non-invocation of
Article 5 does not signal inaction.
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Conclusion

Ultimately, there is no bright line beyond which a hybrid operation constitutes an armed attack. This
allows NATO to make decisions on a case-by-case basis, maintaining political flexibility.

At the same time, an individual incident which, in itself, does not reach the threshold of an armed
attack should not be evaluated in isolation from a broader campaign. The cumulative effect of
interrelated operations may create a qualitatively different level of threat and must be taken into
account when assessing its legal implications.

Ultimately, there is no clear line beyond which a hybrid operation becomes an armed attack. This
allows NATO to make decisions on a case-by-case basis, without being unduly constrained by legal
restrictions.

At the same time, an individual incident which, in itself, does not reach the threshold of an armed
attack, need not necessarily be considered in isolation from a broader campaign. The cumulative
effect of interconnected operations can create a qualitatively different level of threat and must be
taken into account when assessing it.

The greatest challenge is not the Alliance’s inaction or weakness, but rather the aggressor’s desire to
remain in the ‘grey zone’ and avoid accountability. This is precisely why the assessment of operations
must be comprehensive, so as to identify cumulative strategic risks in a timely manner without
becoming fixated on individual provocations.

This article was written for the magazine “Think Tanks Essentials”.
Views expressed in the article are those of the author.

75




THE EASTERN EUROPE YOUTH EMPOWERMENT SPACE

Can the Defense Industry Become Ukraine’s New Economic
Specialization Within the EU?

Olena Melkonova

Two seemingly unrelated stories are unfolding in the news at the same time today, but they actually
describe the same phenomenon - the accelerated militarization of technology surrounding the war
in Ukraine.

The first story is about the Moscow-Tehran axis. In March, Ukraine’s Security Service and National
Police exposed an Iranian general who organized the transfer of Shahed drone production technology
to Russia: according to the investigation, more than 13,000 attack UAVs that Russia used to strike
Ukrainian cities were produced at the Alabuga plant using Iranian documentation transferred under
a secret agreement between the two countries’ defense ministries. Then in July, Reuters reported on
the other side of this exchange: US intelligence is investigating whether Russia helped Iran improve
Shahed drone guidance following strikes on CIA facilities in Riyadh and Iraq. In other words, the
technology exchange between Russia and Iran has long ceased to be one-directional, it is now full-
fledged, real-time cooperation, in which combat experience gained over Ukrainian cities flows back
in the form of improved rocket engines, anti-jamming systems, and navigation technology.

The second story is about Ukraine. On June 23, at the European defense and security summit in
Brussels, EU Commissioner for Defence and Space Andrius Kubilius called Ukraine’s defense industry
the most innovative in the world and urged its integration into the EU’s defense system, rather than
simply funding it as an aid recipient. According to his estimate, weapons production in Ukraine has
grown more than 50-fold compared to the start of the full-scale invasion. According to calculations
by Ukraine’s National Security and Defense Council, the production capacity of Ukraine’s defense-
industrial complex in 2026 is estimated at approximately $55 billion, and this is no longer a one-off
surge but a sustained industry trajectory: more than 160 companies produce FPV drones with a
combined capacity of over 8 million units per year, and interceptor production for aerial targets is
scaling up exponentially.

A tempting and widespread interpretation is that these two stories are causally linked: that Ukraine
has ended up at the center of the world’s most intense race in unmanned technologies precisely
because it serves as a testing ground for the authoritarian Russia—Iran axis. This claim is appealing,
but it confuses the channel with the cause. Even if Iran had never transferred a single Shahed-related
technology to Russia, Russia would still be shelling Ukrainian cities around the clock with Kalibr
and Kh-101 cruise missiles, Iskander ballistic missiles, and its own Geran kamikaze drones. Iranian
cooperation has made this terror cheaper and more scalable, and has increased its volume, but it is
not the root cause of why Ukraine has become the world’s fastest innovator in wartime technology.
The real reason is more fundamental: Ukraine is the only country in the world that has been fighting
a full-scale defensive war on its own territory for four years against an adversary that constantly
changes tactics and weaponry, forcing it to iterate weapon designs in weeks rather than the years
typical of classic defense contractors. It is this experience that Brussels is now increasingly, and
openly, calling a strategic resource for the entire European Union.
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The question this article addresses is: is this experience enough for the defense industry to become
a genuine economic specialization for Ukraine within the EU, comparable to how automotive
manufacturing is a specialization of Germany, or pharmaceuticals of Ireland?

At the start of the full-scale war, Ukraine’s defense-industrial complex was in a state close to collapse:
outdated Soviet-era capacity, a lack of private initiative, and dependence on imports. Over three
and a half years, the picture has changed fundamentally. Output from the state holding company
Ukroboronprom (Ukrainian Defense Industry) grew from UAH 122 billion in 2024 to more than
UAH 180 billion in 2025. According to projections cited by Forbes.ua, referencing Ukraine’s head of
armaments policy Oleksandr Kamyshin, the drones-and-missiles segment alone could generate up
to $35 billion in production potential in 2026, with the industry’s combined capacity approaching
$55-60 billion per year.

Crucially, this growth has been driven mainly by the private sector: most enterprises have shifted
to private ownership, giving them a flexibility that state monopolies cannot match. At the same
time, funding covers barely half of the industry’s real production potential, the state budget and
international aid simply cannot keep pace with how fast the sector can scale output. This is the key
paradox: Ukraine has industrial capacity that exceeds its own financial capacity to utilize it, meaning
it is, in theory, already positioned to absorb external demand and foreign investment without having
to build new production facilities from scratch.

EU rhetoric is indeed shifting: Kubilius has explicitly called on Europe to adopt Ukraine’s experience
in rapid production scaling, rather than simply supplying Kyiv with finished weapons. In April 2026,
the European Commission and Ukraine’s Ministry of Defence launched a joint program to invest in
dual-use defense innovation worth €161 million, with the potential to attract up to €400 million.
The European Defence Industrial Strategy, presented by the European Commission back in March
2024, separately provides for deepening cooperation with Ukraine and developing collaboration
between the Ukrainian and European defense-industrial complexes. The strategy sets three distinct
benchmarks for member states to reach by 2030, which are worth distinguishing since they are often
conflated into a single figure in public discourse: at least 40% of defense procurement should take
place in a collaborative format; the share of intra-European defense trade should reach at least 35%
of the value of the EU defense market; and at least 50% of member states’ defense procurement
budgets should be spent on equipment of European origin (rising to 60% by 2035). In other words,
the 35% figure refers specifically to intra-European arms trade, not to procurement as a whole.

The practical financial instrument driving this integration is the SAFE (Security Action for Europe)
program, worth €150 billion in concessional loans. Ukraine does not receive direct SAFE loans, since
these are reserved for member states, but Ukrainian companies are treated as European contractors
and can participate in joint procurement «with Ukraine, in Ukraine, and for Ukraine.» The program’s
condition is that at least 65% of components must originate from the EU, Ukraine, or EEA/EFTA
countries, effectively embedding Ukrainian manufacturers into the European supply chain as an
equal link rather than an external vendor. Concrete agreements are already in place: Romania and
Ukraine have agreed on joint drone production worth €200 million under SAFE. Coordination on
the Ukrainian side is handled by a dedicated executive body - the Ukraine-EU working group on
defense-industrial cooperation.
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Despite the optimistic rhetoric, turning the defense sector into a lasting economic specialization is an
energy-intensive, gradual process, and the risks deserve honest treatment.

First, Ukraine cannot access direct SAFE loans, and its 2026 state budget ($98.3 billion in total
defense spending, of which $51.4 billion is allocated to weapons procurement) is physically unable
to absorb the industry’s entire production potential. Without legalized, large-scale exports or direct
access to European defense funds, part of this capacity risks sitting idle.

Second, the current explosive growth is largely driven by wartime demand and real-time frontline
feedback, precisely the circumstance that Commissioner Kubilius called Ukraine’s unique advantage.
But this is also a vulnerability: in a scenario where hostilities end, part of domestic demand will
inevitably shrink, and it remains an open question whether the industry can integrate into the EU’s
peacetime export and cooperation chains before that happens.

Third, integration into the EU’s defense technological and industrial base requires standardization
to NATO/EU norms, protection of intellectual property rights, transparent procurement procedures,
and investor confidence in Ukrainian corporate governance. All of this remains a subject of ongoing
criticism from partners themselves and from anti-corruption institutions.

Fourth, the EU’s legal architecture in this area is uneven, and this matters greatly for assessing
political risk. Industrial financial instruments such as the European Defence Fund are adopted
through the ordinary legislative procedure, under Articles 173(3) and 114 of the Treaty on the
Functioning of the European Union, meaning by qualified majority in the Council together with
the European Parliament, and no single country can block them on its own. By contrast, decisions
involving international agreements with third countries (including Ukraine as a candidate country)
under Articles 212 and 218 TFEU, as well as decisions in the field of the Common Foreign and
Security Policy, are adopted unanimously, and it is here that an individual government opposed to
deepening cooperation with Kyiv genuinely retains veto power.

EU economies traditionally specialize where they hold a durable structural advantage: Germany
in machine-building, Ireland in pharmaceuticals and IT services thanks to its tax policy, Poland in
logistics and manufacturing thanks to low labor costs and geography. Ukraine’s advantage in the
defense sector has a different origin: it stems not so much from labor costs as from a unique body
of experience that no other country in the world possesses. This is a distinct type of competitive
advantage, weapons iteration cycles in Ukraine are measured in weeks, while classic EU defense
contractors work in years.

Putting the facts together produces this picture: Ukraine is already, de facto, Europe’s largest and
fastest producer of combat drones, and this is recognized at the highest levels of the EU. The picture
in missile technology is different: Ukraine is developing its own capabilities: strike missiles, air
defense and interception systems, but these remain niche rather than industry-defining capacities,
and calling the country one of the key players in this field would be premature. The institutional
architecture for integration is already in place and functioning, albeit in the limited form of indirect
access to financing.

This specialization depends critically on three variables: whether part of this capacity can be shifted

from a «wartime necessity» mode into a «long-term export and cooperation contract» mode; whether
Ukraine carries out the institutional reforms needed to make the sector acceptable for direct foreign
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investment rather than grant funding alone; and whether the EU maintains political unity in support
of Ukraine despite pressure from individual governments and external factors such as the position of
the United States.

The defense industry can become a new economic specialization for Ukraine within the EU, and,
de facto, is already becoming one, outpacing the formal institutional framework. But this is not a
guaranteed outcome; it is a conditional one. Unlike traditional specializations that form over decades
through market forces, Ukraine’s defense advantage emerged out of necessity, under the pressure of
war and in response to Russia’s technological cooperation with Iran, and it is therefore both fragile
and powerful at once: fragile, because it is tied to an ongoing conflict and to partners’ political will;
powerful, because it provides a unique experience of high-speed wartime innovation that Europe’s
entire defense industry is eager to acquire. The prospect of turning this advantage into a permanent
structural niche within the EU economy is realistic, but it requires a deliberate policy of conversion:
legislative opening of exports, direct access to European defense funds, deep standardization, and
institutional reform - all before wartime demand begins to decline.

This article was written for the magazine “Think Tanks Essentials”.
Views expressed in the article are those of the author.
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Ukraine’s Defence Industry after the War: A Driver of Economic
Development or a Temporary Advantage?

Andrii Troian

Introduction

Russia’s full-scale invasion in February 2022 transformed Ukraine’s military-industrial complex
(MIC) from a sector with unrealised potential into one of the fastest-growing parts of the economy.
The numbers of enterprises and employees, funding volumes, and production potential increased
several fold; limited exports were permitted in July 2026, while the localisation of foreign defence
companies is ongoing. Nevertheless, this growth rests on extraordinary wartime demand generated
by public procurement and external financing. Their volumes may decline substantially after active
hostilities end.

This paper analyses the MIC’s ability, under conditions of relatively stable peace with Russia, to turn
the scale achieved during the war into long-term economic strength. To this end, three related factors
are assessed: domestic financing; the possibility of offsetting a decline in demand through exports
and integration with the European MIC; and the sector’s ability to retain and develop its workforce
base, including by engaging veterans.

From Wartime Growth to a Post-war Shock

Ukraine’s military-industrial complex entered the full-scale war with numerous structural problems:
weak competitiveness of its products on the global market, low labour productivity, and an insufficient
level of investment. The sector’s contribution to the country’s economy was also insignificant: less
than 0.5% of total GDP.

Trends in the number of business entities—companies and individual entrepreneurs—registered under
KVED codes for the direct production of armaments in 2022-2025 (index: 2021 = 100%).
Source: compiled by the Centre for Economic Strategy using YouControl data.

80



THE EASTERN EUROPE YOUTH EMPOWERMENT SPACE

The full-scale invasion gave the MIC the necessary impetus to develop at a rapid pace. With very
substantial budgetary and external injections into the sector, Ukraine’s MIC was able to achieve
production potential of $55 billion, with actual output at $12 billion this year. Each year, more
enterprises were established in Ukraine’s MIC, and the number of people employed also increased
significantly. The latest public statements indicate that there are about 1,000 companies and 400,000
employees in Ukraine’s MIC. According to some estimates, the contribution to GDP increased to 2%.

Ukraine remains the world’s largest importer of armaments; however, recognising the need to develop
its own MIC, it is increasing the volume of defence procurement involving domestic manufacturers.
In this way, in 2025, more than 70% of budget expenditure on weapons procurement was directed
towards products manufactured by Ukraine’s MIC. This gives the sector an additional stimulus for
development.

The MIC’s rapid growth is supported by exceptional wartime demand and by state and external
financing of the sector. Arms manufacturers emphasise the underutilisation of their production
potential because the state, as the customer, is unable to make full use of their capabilities. With
MIC production potential of $55 billion, actual output of $12 billion amounts to about 22% of
what is possible, even while the sector is booming. After hostilities end and defence procurement
logically declines, this imbalance may widen. In turn, this will create a risk of job losses, an outflow
of personnel, and an overall contraction of the MIC.

The risk of production being moved abroad because of underutilisation is already partly materialising.
In October 2025, 51% of the surveyed MIC enterprises stated that they planned to relocate or had
already done so; alongside security risks, respondents pointed to insufficient procurement volumes
from the government ‘despite being able to produce more’.

Therefore, turning wartime growth into a long-term economic effect will depend on whether the MIC
can count on continued procurement from the state while attracting other sources of financing and
thereby offsetting the decline in demand that may occur when hostilities end.

Sector Financing and the Sale of MIC Products

The economicresilience of Ukraine’s MICis currently based primarily on domestic defence procurement.
In 2025, procurement from domestic manufacturers reached almost UAH 430 billion (about $10.3
billion); according to the Ministry of Defence, their share of lethal-weapons procurement was 82%.
Thus, Ukrainian enterprises are already able to substitute for a significant share of imports and meet
domestic demand.

At the same time, this model makes the MIC dependent on a single customer—the state—which
is justified in wartime, but only to the extent that the state is able to provide sufficient demand. In
practice, the state’s financial resources limit actual output. Ukraine’s external partners absorb part
of the MIC’s otherwise unsold output. For example, $6.1 billion in external financing was secured in
2025. However, maintaining such volumes after hostilities end is not guaranteed.

Exports are a second potential source of demand for MIC products. The mechanism introduced
in July 2026 (Resolution No. 875 of the Cabinet of Ministers of Ukraine, also known as the ‘Fast
Track’) permits the export of certain products subject to special approval but maintains the priority
of domestic needs. An export authorisation may be withheld if a state customer intends to purchase
the products for the needs of the Armed Forces of Ukraine.
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The special mechanism also requires a payment of 20% of the contract value for finished goods and
30% for components. According to statements by sector representatives, such financial requirements
complicate exports and, in some cases, make them economically unfeasible. The special mechanism
also limits exports to countries with which Ukraine has signed agreements (the so-called Drone Deal
agreements; there are currently nine such countries). Exports to other markets are possible under the
older interagency approval mechanism. Thus, the ‘Fast Track’ accelerates certain sales channels while
restricting them financially, which makes market entry more difficult for some manufacturers.

Alongside export revenue, Ukraine’s MIC can also establish its position through joint ventures and
the localisation of production, which may ensure long-term cooperation. According to statements
by the Ministry of Defence of Ukraine, 25 foreign companies are engaged in localisation in Ukraine.
Some of them, such as the German companies Rheinmetall and Quantum Systems, already service or
manufacture equipment in Ukraine.

Additional opportunities to attract financing are created by the European SAFE mechanism, which
allows Ukrainian companies to participate in joint procurement. In the long term, this ensures
interoperability and strengthens the links between Ukraine’s MIC and the European Union’s MIC.

Domestic defence procurement and external financing provide the MIC with a financial foundation,
but after the war they are unlikely to be able to maintain the existing capacity on their own. The
opening of exports, deeper cooperation with international partners, localisation, and procurement
under the SAFE mechanism may partly offset the decline in demand and domestic defence orders.
However, the sector’s economic impact will depend on the attractiveness of Ukraine’s MIC to foreign
investors after the war, as well as on the ability of Ukrainian enterprises to compete in global arms
markets. The Ukrainian state, as the MIC’s main customer today, will have to maintain a certain level
of state financing to ensure the sector’s resilience after hostilities end.

Human Capital—the MIC’s Need for Personnel

Although the number of people employed by MIC enterprises has increased fourfold since 2022
(according to official estimates), the shortage of qualified personnel is a tangible constraint on the
development of this sector of the economy. Thus, according to a survey of Ukrainian companies,
56% of respondents reported a need for more engineers, while 48% reported a need for production
personnel. At the same time, efforts to address the personnel shortage are developing along two
tracks: short-term and long-term.

The short-term track is focused on the sector’s immediate needs and is implemented through short
training and retraining programmes on a limited scale. For example, enterprises belonging to the
National Association of Ukrainian Defense Industries are introducing targeted training programmes,
including programmes based at universities, while the State Employment Service of Ukraine (SES)
has issued more than 100,000 vouchers for retraining and professional development as of 2026.
However, only some of these programmes are aimed at engineering and technical specialisations.

The long-term track requires both the development of technical educational institutions and the
successful integration of veterans. At first glance, these factors are only loosely connected; however,
the skills and knowledge acquired during military service prove highly compatible with the needs
of the MIC. A study conducted by SkillLab in cooperation with the SES in 2025 demonstrates that
veterans’ skills overlap most strongly with the requirements of the manufacturing and machine
operations sectors—the main sectors involved in the work of the MIC.
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Distribution of occupations compatible with the skills of Ukrainian veterans, by career field.
Source: SkillLab.

Some veterans may be employed by enterprises in the sector after hostilities end, but only if effective
mechanisms are developed for recognising the qualifications and skills acquired during military
service. Long-term government measures, such as government strategies No. 1209-r and No. 1350-r
and the ‘Veteran. Work’ programme, provide for the employment and retraining of veterans. These
documents take military competencies into account but do not identify priority sectors for veteran
integration. Therefore, necessary post-war steps will include developing and scaling up dedicated
training and retraining programmes for occupations needed by the MIC, with a specific focus on
veterans, as they may become the largest group available for employment in Ukraine’s MIC while also
possessing sufficiently compatible skills.

Post-war Scenarios

Scenario 1: The MIC as an Economic Driver

This optimistic scenario assumes that the state maintains multi-year defence procurement, thereby
ensuring production volumes at the most competitive MIC enterprises. At the same time, new flexible
export mechanisms are introduced that encourage manufacturers to enter international arms markets
and offset some of the loss of government procurement resulting from reduced demand. The MIC
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retains its workforce base and expands it by retraining some veterans for employment at MIC
enterprises and in related fields. This option has a clear limitation: it depends on retaining personnel
within the country, effectively engaging them in work in the MIC, and maintaining stable budgetary
and external investment in the sector.

Scenario 2: Preserving a Smaller Sector

This scenario assumes a substantial reduction in domestic procurement, but at the same time the
state guarantees a minimum level of demand for critical products because the Russian threat does not
disappear. The export mechanism remains unprofitable for some manufacturers; therefore, foreign
investment offsets only part of the lost revenue. A substantial share of companies closes or shifts to
other sectors, while the largest manufacturers retain personnel and orders from the state. Retraining
programmes engage veterans to some extent, but the shortage of engineering and technical personnel
persists because of the programmes’ limited reach and the generally unfavourable state of technical
education as a whole. The sector’s contribution to economic growth remains significant but does not
make it structurally significant, while the MIC integrates with its European counterpart.

Scenario 3: The MIC as a Temporary Advantage

Under the worst-case scenario, the reduction in budgetary and external inflows occurs faster than
exports can be effectively opened and enterprises can reorient themselves towards export markets.
The absence of long-term orders from the state prevents enterprises from using the capacities they
have created, causing a substantial share of the market to contract. Enterprises move production
capacity abroad because of more favourable conditions, and skilled workers make the same choice.
Targeted retraining is ineffective and limited, so veterans do not become an important source of
personnel. The MIC retains certain critical capabilities but loses many jobs, scale, and its technological
advantage. In this scenario, wartime growth is only a temporary advantage.

Conclusion

In summary, Ukraine’s MIC has all the prerequisites to become a driver of post-war development.
However, its wartime growth is not only an advantage but also a major limitation, because even
amid the extraordinary wartime demand, the sector’s actual output amounts to only about 22% of
its production potential. Transforming the MIC into a structurally significant sector of the economy
will require maintaining some defence procurement, stimulating exports, and attracting personnel,
including veterans.

Of the scenarios described, the most likely appears to be the formation of a smaller but more
competitive MIC that is closely integrated with the European defence industry (Scenario 2). This is
due to the existence of a limited export regime even today, alongside the existing integration of the
MIC with European manufacturers. At the same time, retraining programmes already exist that the
Ukrainian state and the private sector can expand after the war.

Awareness of the available resources—enterprises, employees, and foreign investment—and
systematic efforts to retain and scale them will determine whether Ukraine’s MIC returns to the

problems of the past or seizes a historic opportunity for development.

This article was written for the magazine “Think Tanks Essentials”.
Views expressed in the article are those of the author.
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Deterrence Without War: Are the Baltic States Prepared for
Russian Hybrid Threats?

Nazarii Pomohaibo

99 Luftballons

For passengers at Lithuanian airports, late October 2025 served as a reminder of the country’s
geographic proximity to the aggressor state and its satellite. Dozens of weather balloons from Belarus,
each carrying around forty kilograms of contraband cigarettes, forced the country to close its airports
at least five times within a week, leading to the cancellation of roughly 140 flights and disrupting the
plans of more than 20,000 passengers. In response, Vilnius closed its land border with Belarus for a
month, calling the October events a “hybrid attack”, to which Belarus blocked Lithuanian trucks from
leaving its territory, calling Lithuania’s policy “an escalation aimed at securing EU funding”. Under
pressure from truckers, the Lithuanian border reopened on November 19, three weeks after the hasty
decision. Lithuanian intelligence concluded that the Belarusian regime retains the capacity to halt
the smuggling at will, yet deliberately exploits it as a tool of indirect influence, much as it did during
the 2021 migration crisis.

This episode lies somewhat outside the conventional understanding of a “hybrid attack”. It featured
none of the usual markers, no green men, no severed cables, no protests by Russian-speaking
minorities, no cyberattacks, no large-scale disinformation campaigns. Yet a NATO member state still
found itself forced to impose, and then reverse, its own policy because of a neighboring dictatorship
and its balloon smugglers. Equally telling is the fact that, although the military held permission to
shoot the balloons down, Lithuania lacked the practical ability to use kinetic weapons against them
safely. The key word here is “safely”. Across more than 500 incidents, nothing guaranteed that a
balloon’s 40-kilogram payload held only cigarettes. The Baltic states are among the European states
most systematically prepared for threats from russia and Belarus. The central question is whether
this preparation will suffice against threats that exceed expectations and continue to evolve beyond
the kinetic domain.

Following the expectation that hybrid threats will keep “evolving”, the kinetic domain of war can no
longer serve as our sole frame. In the balloon case, Lithuania held the maximum toolkit available for
deterrence, its own border, airspace, airports, and an intelligence assessment that named the source
of the threat directly. The actor was known, and legal grounds existed for a measured response. Even
so, the incident can hardly be called a success for Lithuania. If the outcome turned out mixed in a
domain where a Baltic state holds full jurisdiction and freedom of action, what outcome should we
expect in an environment where it holds neither?

Russian-Speaking Minorities and National Law Are No Gordian Knot

The standard Baltic response to non-kinetic threats has been framed around minority policy and
domestic legislation. In March 2025, the Estonian parliament amended the constitution by a vote
of 93 to 7, stripping third-country nationals of the right to vote in local elections. In 2021, around
139,000 residents held that right without Estonian or other European citizenship, and 61,000 of
them exercised it. In Narva alone, around 7,000 Russian citizens lost their vote ahead of the October
2025 elections.
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The outcome can be read either as evidence of resilience or as an opening for more radical politics,
depending on interpretation. Contrary to expectations, turnout in Ida-Viru County rose from 47.3 to
53.5 percent, even though the loss of voting rights should have pushed it down. At the same time, the
list of Mihhail Stalnuhhin, expelled from his party in 2022 for calling the government fascist over the
removal of Soviet monuments, won Narva with more than 35 percent, while the openly pro-Moscow
KOOS list took four. So does restricting non-citizen voting rights genuinely strengthen a country
against internal destabilization?

Old Solutions, Modern Problems

Latvia has already answered this question. Stripping the exiled Russian channel TV Rain (Dozhd) of
its license in 2022 was presented as a demonstration of an information-defense tool, yet a Latvian
court overturned the decision in July 2025, and the appeal still awaits a ruling. Whatever the
channel’s fate, what matters is what this decision could ever have achieved in the first place. A license
governs broadcasting within a state’s territory, and revoking one can serve as a symbolic step toward
information sovereignty, but the spread of content by pro-Russian networks reaches well beyond
licensing. National law, however useful as a tool of manipulation (a practice known as lawfare),
still ends where the national territory ends. Yet, as we will see, almost none of what carries real
informational weight sits on that territory, or on any other.

Between November 2025 and January 2026, researchers examined 1,799 articles from the Estonian
segment of the Pravda network, an automated site system exposed by the French agency VIGINUM
in 2024 under the name Portal Kombat, initially comprising 193 portals. Every article originated on
Telegram; the sources numbered 172 channels, with the five largest producing 61 percent of the
material. One striking finding is that the network produces little original content, and instead gathers
and amplifies existing posts and narratives, giving each message a permanent web address, turning
a fleeting messenger post into indexed, citable text. Beyond ordinary amplification, the report flags
a coming threat termed “LLM poisoning”, the contamination of an Al model’s memory with large
volumes of “favorable” information that can later reach AI users disguised as authentic.

One figure from the study deserves particular attention. Among the sources in the Estonian segment,
99 percent publish in Russian, against 96 percent in Georgia and 85 percent in Moldova. In Thilisi,
Chisinau, and other parts of Europe where Russian struggles to carry a Russian story to its audience,
the network often resorts to machine translation, producing visible errors such as rendering the
Russian word “mir” literally as “world” rather than “peace”. In the Baltic states, by contrast, the
focus on the Russian-speaking audience is sharper, which makes distributing information cheaper
and more authentic than elsewhere in Europe.

Given that no single state can effectively influence corporations and social networks on its own, the
European Union, as one of the world’s largest markets, must rely on broader instruments of control.
In July 2025, sanctions added the founder of TigerWeb, a Crimean company linked to running the
disinformation network described above. Yet this amounts to a single individual, residing outside
EU territory, while several hundred domains continue operating. Moreover, none of these domains,
channels, or hosting services sit within the Baltic states, leaving Baltic institutions without direct
authority over them and placing influence over such networks beyond the EU’s reach.
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The Commission answered with the European Democracy Shield, unveiled on 12 November 2025,
whose most visible component, the European Centre for Democratic Resilience, began work on 24
February 2026. The Centre rests on voluntary participation by member states and operates “with
full respect for national and institutional competences”, meaning it coordinates rather than compels.
On 23 June 2026, a special European Parliament committee also concluded that the Centre needs
establishment through a separate legal act, with its own operational parameters and budget. The
change that genuinely strengthens the Baltic position, however, is the mechanism forcing the
companies behind major social networks to answer to the EU’s weight as a digital market. On 29
October 2025, a provision took effect granting vetted researchers access to non-public data on social
media algorithms.

Regulatory Asymmetry

EU regulators recognized the need for a more structured and coherent response, yet left the question
of national jurisdiction unaddressed. The EU Digital Services Act rests on the country-of-origin
principle. Oversight and enforcement fall to the member state where an intermediary holds its main
establishment, rather than the state receiving its content. For very large online platforms (VLOPs),
the arrangement grows more complicated still. The European Commission holds exclusive authority
over platform obligations to assess and mitigate systemic risks, including risks to public discourse
and elections. The remaining duties are split between the Commission and the coordinator of the
state where the platform is established. Almost all such platforms are “established” in Ireland or
Luxembourg.

What does this mean for each individual Baltic state facing the evolution of hybrid attacks on the
information domain? Some authority remains in its hands. A national body can issue an order against
specific illegal content, and the platform must respond regardless of where it is registered. What the
Baltic states lack is the power to force a company like Meta to rewrite its risk assessment or change its
algorithm settings or moderation practices, since those duties belong to the Commission. In certain
cases, an Estonian coordinator may ask its Irish counterpart to assess a case and take action; the latter
must respond with an assessment within two months, and inaction sends the case to Brussels.

Hybrid threats, however, demand a fast response. In the case of information interference, a single
Baltic country effectively holds limited, narrow influence, with the alternative being a procedurally
complex and lengthy process. FIMI (foreign information manipulation and interference) constitutes
coordinated behavior instead, involving networks of inauthentic accounts, thousands of posts, and
algorithmic amplification. Simply removing posts can hardly serve as the region’s complete response
to Russian attempts at destabilizing the information space. The authority and leverage that remain
national, then, are built for a different kind of phenomenon than FIMI actually represents.

An interesting asymmetry emerges here. Estonian, Latvian, and Lithuanian services publish arguably
the most detailed open-source FIMI assessments in Europe. They hold the best description of the
problem alongside the weakest leverage over the environment in which it unfolds. Equally telling is
what the EU actually fines companies for. In December 2025, the Commission fined X 120 million
euros for a lack of transparency, covering a misleading verification-badge design, missing ad-targeting
controls, and restricted researcher access to algorithmic data. On 28 May 2026, Temu received the
largest fine in the Act’s history, 200 million euros, for an inadequate risk assessment regarding illegal
goods. In February 2026, preliminary findings against TikTok, and later against Meta, addressed
“addictive design”. None of these prominent cases, though, concerned information manipulation
itself.
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Proceedings actually opened over disinformation remain troubled. On 17 December 2024, the
Commission launched an investigation into TikTok over the platform’s failure to assess and mitigate
risks to electoral integrity around Romania’s presidential election, the first in the EU annulled over
information manipulation on social media. A final ruling remains pending, though it will set an
important precedent for judging Europe’s capacity to counter information interference.

Conclusions

For detection, preliminary assessment, and direct engagement with a wide range of hybrid threats,
the Baltic states are better prepared than any other group of European states. Their services describe
Russian operations with a precision that far larger states lack. Readiness to repel such threats safely
and effectively remains an open question, however. As threats keep evolving, these states remain
constrained by the limits of EU institutional support, by legal norms, by domestic pressure, and by
the nature of hybrid actions that stay below the threshold of war.

Looking at these limits through the specific case of information interference, three structural gaps stand
out. A jurisdictional gap: national law ends where national territory ends. A competence gap: authority
over very large platforms belongs exclusively to the Commission, leaving national coordinators to
act only within boundaries the Commission sets. A priority gap: information interference remains an
understudied issue, lacking clear, effective, and unified procedures for response.

Even so, the Baltic states remain the strongest actors in countering Russia’s hybrid threats, though
a question still stands. Will they receive sufficient support, and will they gain the leverage needed
to prepare for new threats that Russia is actively studying? The balloon episode shows that a state
can still lose an exchange even where it holds full jurisdiction over its own border. The information
environment recognizes no such borders.

This article was written for the magazine “Think Tanks Essentials”.
Views expressed in the article are those of the author
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